
         

Using Okta with Criminal
Justice Information Services (CJIS)

The Criminal Justice Information Services (CJIS) Security Policy is a set of justice-specific requirements to help 
protect the sensitive data of law enforcement agencies in the United States. Okta can help agencies meet CJIS 
requirements by enforcing strong access control, advanced authentication, and logging. 

The CJIS with Okta workbook details the specifics around how Okta can help with specific controls. Note: Okta is 
a supporting system and does not have direct access to CJI, and therefore is out of scope for many frameworks. 
Review the details of the CJIS policy with your compliance team to understand how your system is scoped.

The Criminal Justice Information Services (CJIS) is the largest division of the FBI, and comprises several 
departments, including the National Crime Information Center (NCIC), Integrated Automated Fingerprint 
Identification System (IAFIS) and the National Instant Criminal Background Check System (NICS). Established in 
February 1992, CJIS monitors criminal activities and provides a centralized source of criminal justice information 
(CJI) to agencies across the country.

With the rise of the Internet and, more recently, cloud and mobile technologies, protecting this critical data 
became even more complicated. The CJIS Security Policy is a joint program of the FBI, State Identification 
Bureaus, and CJIS Systems Agency. The policy outlines the security precautions that must be taken to protect 
sensitive information like fingerprints and criminal backgrounds gathered by local, state, and federal criminal 
justice and law enforcement agencies. 

The policies set forth by CJIS cover best practices in wireless networking, remote access, data encryption and 
multi-factor authentication. Some example basic rules include:

What is CJIS?

● Access restriction based on physical location, job assignment, time of day, and network address

● Event logging various login activities, including password changes

● Multi-factor authentication

● Active account management moderation

● Session lock after periods of inactivity

● Weekly audit reviews



All federal agencies, including Criminal Justice Agencies (CJA’s), may leverage the Okta package completed as 
part of the Federal Risk and Management Program (FedRAMP). FedRAMP is a government cybersecurity risk 
management scheme that establishes a standardized approach for assessing, authorizing, and monitoring cloud 
service providers. It was created by the U.S. General Services Administration in response to the increasing number 
of federal agencies adopting cloud solutions, so that they could help protect them from the cybersecurity risks that 
come with implementing cloud-based infrastructure and applications.

Specifically, FedRAMP determines which cloud services or products can be used by agencies, using hundreds of 
controls—the number varies depending on the level of certification—to evaluate a cloud service offering’s (CSO) 
documentation, operational procedures, the level of security compliance, and so much more. These controls must 
all be met in order for the service provider to be granted an authority to operate (ATO) within the network of federal 
government agencies.

More Information about Okta and FedRAMP:

Configuring Okta for FedRAMP Compliance

Inheriting from Okta’s FedRAMP Authorization

CJIS and Relationship to FedRAMP

Okta already complies with many regulatory standards, including SOC2, ISO 27001 and 27018, and also has a 
FedRAMP Moderate Authority to Operate (ATO). In addition, our focus on security from the start means that we also 
help organizations meet their compliance requirements with other standards. That said, as Okta does not have 
direct access to CJI, the Okta environment is out of scope; however, the Okta platform is FedRAMP-compliant and 
meets the security requirements of CJIS.

For using Okta with CJIS, we’ve broken down all the controls included in the CJIS policy framework. Many controls 
Okta can help agencies satisfy: some items are specific to an organization (listed in the workbook under “customer 
requirements”). There are also a few that Okta doesn’t help address, mostly because they are internal to the 
agency, which are also noted in the workbook.

Additional Information: 

Okta Security Technical Whitepaper

Okta’s Approach to CJIS

About Okta
Okta is the leading independent provider of identity for the enterprise. The Okta Identity Cloud enables organizations 
to securely connect the right people to the right technologies at the right time. With over 6,000 pre-built integrations 
to applications and infrastructure providers, Okta customers can easily and securely use the best technologies for 
their business. Over 6,550 organizations, including 20th Century Fox, JetBlue, Nordstrom, Slack, Teach for America 
and Twilio, trust Okta to help protect the identities of their workforces and customers. For more information, visit us at 
www.okta.com or follow us on www.okta.com/blog.

https://www.okta.com/resources/whitepaper/configuring-okta-for-fedramp-compliance/
https://www.okta.com/resources/whitepaper/inheriting-from-oktas-fedramp-authorization/thankyou/
https://www.okta.com/resources/whitepaper-okta-security-technical-white-paper/thankyou/
http://www.okta.com/blog
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