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Okta + Zoom

okta

Delivering Secure Video Collaboration for the Modern Workforce

As remote and flexible work grows, data breaches have
surged. According to Verizon, 80% of breaches are now
related to credentials’. By integrating Zoom'’s
world-class video communication platform with Okta’s
robust identity and access management solutions,
enterprises get secure, seamless access to
best-in-class tools. This partnership strengthens Zoom
call security with end-to-end encryption, safeguarding
sensitive conversations.

Through Okta’s Secure Identity Integrations with Zoom,
organizations are empowered to securely deliver
cloud-native productivity and collaboration
experiences. Together, Okta and Zoom empower
remote users to collaborate efficiently and
productively, without compromising on security.

Enable Collaboration Quickly and Securely
Across Your Workforce

Enhance workforce productivity:

Users can start collaborating effortlessly from day one
with Okta's Single Sign-On (SSO). They get instant
access to Zoom'’s powerful tools—video meetings,
voice, webinars, and chat—on any device. Okta's
Adaptive Multi-Factor Authentication (MFA) adds a
layer of security without sacrificing ease of use. Better
yet, organizations can sync with user directories like
Active Directory, Lightweight Directory Access Protocol
(AD LDAP) and HR platforms to simplify deployment,
providing users with secure, instant access to top
tools.

Empower your teams to connect, reduce travel costs
by 24%?, and boost productivity anywhere, on any
device with Zoom and Okta.

Increase IT efficiency:

Take the hassle out of IT operations by automating
provisioning, de-provisioning, and profile updates. With
Okta's pre-built integrations for Zoom available in the
Okta Integration Network (OIN), IT teams can deploy
Zoom instantly, streamline user management, and
eliminate costly connector maintenance. Ready-to-use
templates and workflows make it easy to quickly set up
common Zoom needs. By automating access and
simplifying onboarding, IT teams save time and reduce
costs — up to $1.6 million on helpdesk support and
$800,000 on provisioning each year?3.

Adopt end-to-end security:

Adopt a Zero Trust approach without compromising
user experience. SSO streamlines access, ensuring
users reach only what they need, while Adaptive MFA
strengthens security with robust protection. Adding
another layer of defense, Okta's Universal Logout
detects suspicious activity and enforces security in
real-time—instantly revoking access across
applications. This proactive approach safeguards data,
secures communication, and reduces breaches, saving
companies up to $2.2 million annually on security
issues™.

What are Secure Identity
Integrations?

As credential-based security breaches rise, it's
time to go beyond basic identity and access
management. Okta offers the deepest
integration capabilities to create end-to-end
protection across your enterprise’s most used
applications — including Zoom.

Learn how to stay ahead of the latest identity
security threats and scale effortlessly.

Explore Secure Identity Integrations

1. Verizon 2024 Data Breach Investigations Report. 2. Research survey conducted by Zoom on Qualtrics, 2018. 3. Research survey conducted by Okta to its customers, 2019. 4. Research survey conducted by Okta to its

customers, 2019


https://www.okta.com/integrations/?category=secure-identity-integrations
https://www.verizon.com/business/resources/Te3/reports/2024-dbir-data-breach-investigations-report.pdf
https://www.zoom.com/en/blog/
https://www.okta.com/blog/2019/01/how-83-of-it-and-admin-leaders-increased-productivity-in-their-organizations/
https://www.okta.com/blog/2019/01/how-83-of-it-and-admin-leaders-increased-productivity-in-their-organizations/
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Over 4,600 companies today use Okta with Zoom.
They continually leverage advanced capabilities
that deliver end-to-end protection and
automation while strengthening identity defenses
and driving IT efficiency.

How Okta and Zoom Work Together

With Okta's deep integrations, organizations can
elevate security, productivity, and operational
efficiency like never before:

e  Empower your teams with a leading video-first
platform, transforming communication and

collaboration for remote workforces. Looking for more integrations?
e  Save costs without compromise by replacing

business travel, lessening IT hours, and Learn how you can apply these deep

simplifying user access. capabilities across your tech stack with
e  Extend seamless, secure collaboration to 8,000+ integrations in the Okta

customers and partners, driving deeper Integration Network.

engagement and stronger relationships.

e  Strengthen security with real-time threat
response, safeguarding data and reducing
breaches.

Case Study

Teach for America uses Okta to connect its network of staff, alumni, and more than 6,000 teachers
to Zoom and other best-of-breed solutions that foster collaboration and community. “Our teachers
need constant access to data and resources so that they can change and improve their strategies,”
says Harpreet Bajwa, managing director of business solutions at Teach For America. Okta provides
instant access to the information and resources that Teach For America teams need, while keeping
their personal data secure. Zoom provides a unified, streamlined experience that supports virtual
classrooms, and delivers powerful tools for effective, efficient, and secure remote teaching,
including fine-grained controls over screen sharing and in-class chat. Okta and Zoom work together
to proudly support Teach for America’s mission with a strong, flexible joint solution.

Learn about the Okta Integration Network

* Teach For America
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For more information on this integration, visit https://www.okta.com/integrations/zoom/.
If you have questions, please contact our sales team at okta.com/contact-sales

About Okta: Okta is the leading independent identity provider. The Okta Identity Cloud enables organizations to securely connect the
right people to the right technologies at the right time. We provide simple and secure access to people and organizations everywhere,
giving them the confidence to reach their full potential. To learn more, visit okta.com.
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