Release Overview

for Early Access & General Availability in Q4 (October - December 2024)

AuthO

These materials and any recommendations within are not legal, privacy, security, compliance, or business advice. These materials are intended for general informational purposes only and
may not reflect the most current security, privacy, and legal developments nor all relevant issues. You are responsible for obtaining legal, security, privacy, compliance, or business advice
from your own lawyer or other professional advisor and should not rely on the recommendations herein. Okta is not liable to you for any loss or damages that may result from your
implementation of any recommendations in these materials. Okta makes no representations, warranties, or other assurances regarding the content of these materials. Information
regarding Okta’s contractual assurances to its customers can be found at okta.com/agreements.
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Safe harbor

This presentation contains “forward-looking statements” within the
meaning of the "safe harbor" provisions of the Private Securities
Litigation Reform Act of 1995, including but not limited to, statements
regarding our financial outlook, business strategy and plans, market
trends and market size, opportunities and positioning. These
forward-looking statements are based on current expectations,
estimates, forecasts and projections. Words such as ‘expect,’
"anticipate,” “should,” "believe,” "hope,” "target,” "project,” "goals,
‘estimate,” "potential,” "predict,” "may,” "will,” "might,” "could,” "intend,’
"shall” and variations of these terms and similar expressions are
intended to identify these forward-looking statements, although not
all forward-looking statements contain these identifying words.
Forward-looking statements are subject to a number of risks and
uncertainties, many of which involve factors or circumstances that are
beyond our control. For example, global economic conditions have in
the past and could in the future reduce demand for our products; we
and our third-party service providers have in the past and could in
the future experience cybersecurity incidents; we may be unable to
manage or sustain the level of growth that our business has
experienced in prior periods; our financial resources may not be
sufficient to maintain or improve our competitive position; we may be
unable to attract new customers, or retain or sell additional products
to existing customers;
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customer growth has slowed in recent periods and could continue to
decelerate in the future; we could experience interruptions or
performance problems associated with our technology, including a
service outage; we and our third-party service providers have failed,
or were perceived as having failed, to fully comply with various privacy
and security provisions to which we are subject, and similar incidents
could occur in the future; we may not achieve expected synergies and
efficiencies of operations from recent acquisitions or business
combinations, and we may not be able to successfully integrate the
companies we acquire; and we may not be able to pay off our
convertible senior notes when due. Further information on potential
factors that could affect our financial results is included in our most
recent Quarterly Report on Form 10-Q and our other filings with the
Securities and Exchange Commission. The forward-looking
statements included in this presentation represent our views only as
of the date of this presentation and we assume no obligation and do
not intend to update these forward-looking statements.

Any products, features, functionalities, certifications, authorizations, or
attestations referenced in this presentation that are not currently
generally available or have not yet been obtained or are not currently
maintained may not be delivered or obtained on time or at all. Product
roadmaps do not represent a commitment, obligation or promise to
deliver any product, feature, functionality, certification or attestation
and you should not rely on them to make your purchase decisions.
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Opportunities to learn more about our latest innovations
and what's to come

Release Highlight videos +
Changelog

Release Overview
Webpage

AuthO Product Roadmap
Webinar

Get a concise and informative overview
of the latest updates, features, and

enhancements. Watch the highlights.

Get a sneak peek of upcoming product
releases.

Dive further into the latest
innovation and find resources to
learn more here.

Register for the AuthO product roadmap
webinars here.

Connect with the Sales team See the Changelog here.

here.
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AuthO

Customer expectations are changing fast. AuthO
makes it easy for you to deliver seamless
experiences that are secure by design.

This quarter's releases empower app builders
with:

e Powerful extensibility capabilities for more
customization

e Security enhancements that give teams the
power to protect customers before, at, and
after the login box
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Spotlights

X0 AuthO Platform
@ AuthO for GenAl
(%] Okta Learning

All features

() Authentication

¢ Authentication — SaaS Apps
(&) Authorization

@ Security

s Platform

Developer resources
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The AuthO Platform

Consumer Apps | SaaS Apps | Developers

)

Authentication

Single Sign-On

Adaptive Multi-Factor Authentication
Universal Login
Passwordless

os/

M

Authorization

Fine Grained Authorization

PLATFORM | 99.99% Uptime

Deployment Options

SDKs, APIs, Quickstarts

&

Security

Bot Detection & Prevention
Security Center
Breached Password Detection
Brute Force Protection

Marketplace

N
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AuthO Platform: Create great experiences, with Security
built in.

Secure Experience

Before Login - Unknown Customer At Login - Known Customer After Login - Repeat, Trusted Customer
Proggisggcees{i%f:mg Passwordless Universal Login Fiqe Grained Authorizatjon Secure APls
: Adaptive MFA Social Login Highly Regulated Identity  Universal Logout
JreEnde Pa;zvlvlard DEEEH Organizations Continuous Session Protection

Orchestration

Developer Tooling Custom Authentication Flows Security Operations

APls, SDKs, Quickstarts Forms and Actions Security Center, Log Streaming

Extensibility

Data Platforms Applications and APIs Devices Identities
. Public and O
CDPs and - Analytics Cloud . Web and
LS m Tools Apps Dog PX\;,?Ste Mobile SOS o Human ) Al Agents
$E 10B+ Monthly Authentications. 99.99% Uptime. okta



Early Access

Spotlight: Auth for GenAl

Build Al into your apps securely

What is it? Why this matters How to get it
) _ _ e Authenticate users - Al agents need to
AL 0 G makgs i @REIRT 167 Rl e (Bl know who the user is in order to have user Interested? Join our waitlist here to be among
your GenAl applications securely. specific interactions. the first to find out when features become

e Call APIs on user's behalf - As GenAl apps available.
(e.g. chatbots) integrate user products to
provide delightful experiences, calling APIs
on behalf of users will become a
commonplace need. Auth for GenAl helps
you to balance a seamless user experience

It is a suite of features that allows you to
enable your Al agents to securely call APIs on
behalf of your users, both interactively and
asynchronously, by requesting for the right and
least privileged access to users' sensitive

You can also start experimenting on
demo.authQ.ai.

information. i i i
© 2l with enhanced securlty and compllance. Authenticate users Call APIs on users' behalf
e  Asynchronous workflows - Async agents Al Agent
(or agent running in the background) may Lk EoR .

take time to complete tasks or wait for '
complex conditions to be met. They might
require human approval for certain actions
and need on-demand authentication to

Customer Challenge:

GenAl apps can introduce vulnerabilities

i i i - inicti . . B Authorization for RAG A H inthe L
because their behavior is non-deterministic. reduce security risks from storing finrcation far YR Hiknaii et Liop
They also rely on UX patterns thgt are credentials long-term. qE L
different than those of web/mobile apps. L 0 A Rl
Auth for GenAl provides a streamlined *  Authorization for RAG - GenAl apps S vx

enhance responses by using RAG to merge ectorstore

implementation of these patterns, making it
easy to protect your app from security
vulnerabilities.

LLM content with real-time data.
Authorization for RAG only allows users to
access documents they’re authorized to
view, preventing data leaks.
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l;?j Spotlight: Okta Learning

Grow critical skills, enhance security, and drive business outcomes with Okta Learning

General Availability

What is it?

Okta Learning is our Training and Certification
program reinvented — a comprehensive,
role-based, and security-focused learning
experience featuring 200+ public courses,
curated learning paths, badging recognition
program, and much more.

Okta Learning now offers the Expert Learning
Pass which empowers teams to unlock AuthQ'’s
full potential with our deepest level of
knowledge — access to exclusive content, live
expert-led learning sessions, and certifications
that validate critical skills with
industry-recognized credentials.

Customer Challenge:

Teams are often unaware of how to fully utilize
AuthQ'’s capabilities to drive security and
Identity maturity, instead they are weighed
down by Identity asks — troubleshooting
instead of innovating.

g,
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Why this matters

Drive team impact and productivity
Grow key knowledge to configure and
manage AuthO efficiently and effectively
with curated, modernized learning
experiences built with the busy
practitioner in mind.

Stay ahead of evolving threats
Validate that your team has the critical
knowledge needed to modernize your
organization with the latest product
capabilities and Identity security best
practices.

Deliver more business value

As your business needs change, so
should your team'’s skills. Explore courses
on new features, use cases, and ways to
drive Identity maturity.

How to get it

Access our comprehensive, role-based, and
security-focused learning experience today.

Find the right training for your team!

Welcome to
Okta Learning

Explore recommended Learning Plans

SRR B “

Build new skills and
become more efficient

Invest in security and
expand your expertise in
|dent|ty Tour our new learning

experience

Watchthovideo )

okta


https://www.okta.com/services/training/

AuthO Releases

AuthO puts security first without sacrificing user experience. It helps organizations adopt technologies that
drive growth and offers tools to navigate evolving security threats, protecting both customer and business
data.

Learn more about our new AuthO capabilities released in Q4 2024.

© Okta and/or its affiliates. All rights reserved.
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@ Authentication

General Availability

New APl command available within Password Reset / PostChallenge trigger
Feature of: Password Reset Flow / Available in: Actions

Redirect a user to a specific URL after password reset has been completed.

N
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Learn more

Batch Check API Endpoint
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https://auth0.com/docs/customize/actions/explore-triggers/password-reset-triggers/post-challenge-trigger/post-challenge-api-object

@ Authentication

Early Access

(Phone Message Provider D\

Customize the delivery method for phone messages sent to your users. Learn More &

Custom Phone Providers
Feature of: Core Notifications / Available in: All SKUs

A\ Warning! This feature is early access and supports the Phone Identifier attribute for Database Connections. Existing SMS and Phone
messages are not yet supported.

Configure custom phone providers and customize phone messages associated with using phone
number as an identifier.

/N Warning! Custom phone providers are currently in Early Access. To learn more about AuthO releases, review Product Release Stages (.

Phone Provider Choose a provider

@  Twilio <> Custom

Delivery Methods
Choose how phone messages will be delivered to
your users. Learn more 7.

Text

The verification code will be delivered to your users via SMS.

O Voice
The verification code will be delivered to your users via Voice
Message

Provider Configuration

Configure a custom action to run for your phone message provider. Need help? Check our instructions. &

" Edit In Expanded Editor

Custom Phone Providers

* © Okta and/or its affiliates. All rights reserved. 0ktq



o Authentication — SaaS Apps

General Availability

« C @ stffOsuthocom

Self-Service Single Sign-On %
Feature of: Enterprise Connections / Available in: B2B Professional and Enterprise Plans Solct Your JOohy PIOHERT:
A hosted workflow for business-to-business customers to delegate SSO setup to their enterprise Lo R0 B e D o

customers, streamlining the onboarding process, lightening the administrative burden of managing SSO
across their customer base, and enhancing security. Learn more

G oo vone (£ cmmsnn e cuomonc

Back  Ne

Machine-to-Machine Access for Organizations
Feature of: Core Platform / Available in: B2B Professional and Enterprise Plans
Enable machine-to-machine use cases by allowing business-to-business customers to grant their

customers scoped-down access to their APIs. This feature confirms that only authorized parties have
access to sensitive data and operations of each Organization.

Learn more A\ v

Self-Service SSO
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https://auth0.com/docs/authenticate/enterprise-connections/self-service-SSO
https://auth0.com/docs/manage-users/organizations/organizations-for-m2m-applicationshttps://auth0.com/docs/manage-users/organizations/organizations-for-m2m-applications

Authentication — SaaS Apps

Early Access

Universal Logout Integration Support in AuthO UNIVERSAL LOGOUT

Feature of: Core Platform, Available in B2B Free (for Okta Connection) and Essentials+

Terminate user sessions and revoke refresh tokens for AuthO-powered apps when Identity Threat [_>
Protection identifies a change in risk. Configure Universal Logout in Okta, generic SAML and OIDC apps S
without needing to build a global token revocation endpoint. Learn more s Messaging Apps
App 1 ™
@ App 2 ™
&

Universal Logout
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https://auth0.com/docs/authenticate/login/logout/universal-logout

@ Authorization
)

General Availability

Batch Check API Endpoint
Feature of: Fine-Grained Authorization (FGA) / Available in: Fine-Grained Authorization (FGA)

Allows users to perform batch checks of authorization requests rather than making multiple individual
requests

N
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Learn more

B CHECK API
A { ONE RELATION >
ONE RELATION > o
Application * ONE RELATION >
— BATCH CHECK API
A
{ MULTIPLE RELATIONS >>p> o ¢ J
Application

Batch Check APl Endpoint
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https://docs.fga.dev/integration/perform-check#03-calling-batch-check-api

@ Security

General Availability

Customer Managed Keys
Feature of: Secure Identity / Available in: Highly Regulated Identity

Provide customers with the ability to securely replace and manage their tenant's top-level encryption keys,
including BYOK (Bring Your Own Keys) and CYOK (Control Your Own Keys).

Learn more
Bot Detection upgraded with user agent and tenant-specific signals
Feature of: Secure Identity / Available in: Attack Protection
Integrates user agent and tenant-specific signals into Okta's proprietary Machine Learning (ML) model,
enhancing Bot Detection accuracy and effectiveness without adding friction for legitimate users.
Learn more

Prioritized Logs in Log Streaming
Feature of: Secure Identity / Available in: Enterprise Plans

A top tier log streaming service that prioritizes streaming of important security events without interruption.

Learn more
Continuous Session Protection
Feature of: Secure Identity / Available in: Enterprise Plans
Monitor and manage user sessions with custom logic in Actions. Prevent session hijacking and revoke
suspicious sessions. Set session or refresh token timeouts based on custom logic, organizations or
connection policies. Learn more

g,
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Customer Managed Keys
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https://auth0.com/docs/secure/highly-regulated-identity/customer-managed-keys
https://auth0.com/docs/secure/attack-protection/bot-detection#configure-signup-detection-model-for-custom-login-page-and-classic-login-experience
https://auth0.com/docs/secure/continuous-session-protection
https://auth0.com/docs/secure/security-center/prioritized-log-streams

@ Security

Early Access

Tiered Alerting on Anomalies in Security Center
Feature of: Secure Identity / Available in: Attack Protection

Set thresholds on important security metrics, and configure when and how to get alerted based on these

thresholds, so that you can take action in the event of a potential security anomaly or attack.

* © Okta and/or its affiliates. All rights reserved.

Learn more

Threat behavior trends @

25000 s Security Center Alert

5000

4000

3000

2000

1000

0

(é]
\74

EARLY WARNING.

—MM Possible Anomaly

Increased number of Credential Stuffing attempts

detected on travelO-dev in US4. Threat behavior trends in
Security Center are deviating from their weekly roling
average.

Login to monitor and investigate the potential threat to
your user nts.

— O

Augl  Aug2  Aug3  Augd  Aug5  Augs  Aug7  Augt

@ Normal Traffic @ Credental Stuffing @ Signup Attack @ MFA Bypass -~ Threshold
Warning and Alert thresholds can be managed in Security

Center to avoid noisy notifications.

aaaa e Aerts

Tiered Alerting on Anomalies
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https://auth0.com/docs/secure/security-center/security-alerts

N Platform

General Availability

Flexible Identifiers
Feature of: Consumer Identity / Available in: All Plans

A Flexible Identifier is the attribute a user inputs on a login screen to authenticate themselves. You can
choose from email, username, phone, or a combination of two or more.

Learn more
Passkeys ') S
Feature of: Consumer Identity / Available in: All Plans Welcoms Create a passkey for
3 3 X . Log in to Travel Co to continue to Travel0 TravelO on thiS device?
Using Bring Your Own Key, users with the Key Management Editor role can use the AuthO Management API [j;j;;_“::;;W o et et s s

Log in to your accounts with TouchlD,
Use Password... FacelD, Windows Hello, and more

to replace the default AuthO Environment Root Key with their own Customer provided Root Key.

Learn mare

Already have an account? Log in

Works on all your devices

Passkeys are available across all your

synced devices

More secure than passwords

OR ¥ Passkeys offer state of the art security
to protect you online

Create a passkey

Continue without a passkey

Customized Signup & Login
Feature of: Consumer Identity / Available in: Essentials+

G Continue with Google

@ Continue with Facebook

Go back

Add custom elements to the Signup and Login prompts to display and collect additional information. B Eoctiouewit Taftir

Learn more \ j

Passkeys

Accessible Universal Login Prompts

Feature of: Consumer Identity / Available in: All Plans

This opt-in release includes multiple accessibility improvements that, once enabled, allow Universal Login
to provide configurability to support regulatory requirements for web accessibility, out of the box. This
includes people who rely on assistive technology to access and engage with digital products, services and

applications.
pp Learn more
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https://auth0.com/docs/authenticate/login/auth0-universal-login#accessibility
https://auth0.com/docs/authenticate/database-connections/flexible-identifiers-and-attributes
https://auth0.com/docs/authenticate/database-connections/passkeys
https://auth0.com/docs/customize/login-pages/universal-login/customize-signup-and-login-prompts

,ﬁ)(. Platform

Early Access

Advanced Customization for Universal Login
Feature of: Consumer Identity / Available in: Essentials+

Advanced Customizations for Universal Login empowers our customers to build completely custom
client-rendered interfaces for each screen in Universal Login; leveraging the latest frontend frameworks,
their own internal design systems and component libraries, and 3rd party CSS and Javascript.

Send notifications using Custom Email and Phone Providers
Feature of: Consumer Identity / Available in: All Plans

This will streamline the configuration experience and enhance capabilities to support sophisticated
use-cases with the power of AuthO extensibility. These features are available in EA .

Native Passkey Sign up, Login, Enroll
Feature of: Consumer Identity / Available in: All Plans

Integrate passkeys into native applications using device platform APIs and without web redirects

Sign in with Google for Android Applications
Feature of: Consumer Identity / Available in: All Plans

Integrate passkeys into native applications using device platform APIs and without web redirects

M
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Consumer
Identity

What's Coming Next

Native Passkey Sign up, Login, Enroll
e Integrate passkeys into native applications using device
platform APIs and without web redirects

e Support for all end-user flows within native applications
o Sign up with only identifier and passkey

o Login with identifier and passkey

o SDK support for Android

o SDK support for iOS (Swift)

e Enroll passkey on existing user

Native Passkey Sign up, Login, Enroll

okta



Platform Developer Experience

General Availability

Status Page - Private Cloud RSS
Feature of: Developer Experience / Available in: Private Cloud

Status page now supports RSS / ATOM feeds for Private cloud customers. Allow for Private cloud users to
stay informed about their space status details without needing to login every time.

Learn more
Vercel Marketplace Integration
Feature of: Developer Experience / Available in: All Plans
New offering on the Vercel Marketplace allows developers to sign up for an AuthO account directly from
their Vercel project.
Learn more

Active Session Management for dashboard users
Feature of: Developer Experience / Available in: All Plans

AuthO Dashboard Session Management, allowing AuthO Dashboard admins to not only view all active
dashboard sessions but also have the ability to revoke them. This feature is an added layer of security to

session idle timeout capability which were released earlier this year. Learn more

Guide with Okta Al

Feature of: Developer Experience / Available in: All Plans

Enables you to quickly find answers to your questions with an Al assistant. It is trained on Okta’s
documentation and knowledge base to answer AuthO product questions.

Learn more

N
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:; Q‘"&m Status Help and support  Autho Public Cloud @)

All Regions Operational

w1 @ v

UK-1: All Systems Operational

rent Status: Operationl | Last updated at November 1, 2023, 16:40 UTC

Past 9 months: 99.99% uptime

Status Page - Private Cloud RSS
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https://auth0.com/docs/deploy-monitor/monitor/check-auth0-status
https://auth0.com/docs/customize/integrations/integrate-with-vercel
https://auth0.com/docs/get-started/auth0-overview/auth0-guide
https://auth0.com/docs/get-started/dashboard-profile/auth0-dashboard-login-session-management

Platform Developer Experience

General Availability

New AuthO Marketplace Integrations /

Feature of: Consumer Identity / Available in: All Plans
The following new third-party integrations were published to the AuthO Marketplace in 2H 2024

BitBadges

BitBadges
Satosa

Dynatrace

Sift

inch
Marmelab
Notification API
Didit

CLEAR

e 6 6 6 o o o o o
(2]

New AuthO Marketplace Integrations
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https://marketplace.auth0.com/partners/sinch
https://marketplace.auth0.com/partners/marmelab
https://marketplace.auth0.com/partners/notificationapi
https://marketplace.auth0.com/integrations/didit
https://marketplace.auth0.com/partners/clear

Platform Developer Experience

Early Access

SDKs and Developer Tooling

Feature of: Developer Experience / Available in: All Plans

Use Advanced Biometric Authentication like FacelD/Fingerprint to perform device authentication.
Dynamically Switch Domains to provide a personalized and contextual end user experience.

Dashboard Localization
Feature of: Developer Experience / Available in: All Plans

Adds French Canadian support for Dashboard & comprehensive documentation - General Availability (Q4]) v4 React Native SDK

Japanese support for Dashboard & Docs - Early Access (Q1)

* © Okta and/or its affiliates. All rights reserved. 0kta



Developer
Resources

AuthO

From improving customer experience through
seamless sign-on to making MFA as easy as a click
of a button — your login box must find the right
balance between user convenience, privacy and
security.

ldentity is so much more than just the login box.
Optimize for user experience and privacy. Use
social login integrations, lower user friction,
incorporate rich user profiling, and facilitate more
transactions.

N
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Resources

AuthO.com

AuthO Developer Center: Click here
AuthO blog: Click here

AuthO Community: Click here
Languages and SDKs: Click here
Quickstarts: Click here

AuthO APIs: Click here

AuthO Developers blog: Click here
AuthO Marketplace: Click here

AuthO Developer Release Guide: Click here
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https://auth0.com/docs/api
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