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The Criminal Justice Information Services (CJIS) Security Policy is 

a set of justice-specific requirements to help protect the 

sensitive data of law enforcement agencies in the United States. 

Okta can help agencies meet CJIS requirements by enforcing 

strong access control, advanced authentication, and logging. 

The CJIS with Okta workbook details the specifics around how 

Okta can help with specific controls. 

Note: Okta is a supporting system and does not have direct access to CJI, and 

therefore is out of scope for many frameworks. Review the details of the CJIS 

policy with your compliance team to understand how your system is scoped.

What is CJIS? 

The Criminal Justice Information Services (CJIS) is the largest 

division of the FBI, and comprises several departments, including 

the National Crime Information Center (NCIC), Integrated 

Automated Fingerprint Identification System (IAFIS) and the 

National Instant Criminal Background Check System (NICS). 

Established in February 1992, CJIS monitors criminal activities 

and provides a centralized source of criminal justice information 

(CJI) to agencies across the country.

With the rise of the Internet and, more recently, cloud and mobile 

technologies, protecting this critical data became even more 

complicated. The CJIS Security Policy is a joint program of the 

FBI, State Identification Bureaus, and CJIS Systems Agency. The 

policy outlines the security precautions that must be taken to 

protect sensitive information like fingerprints and criminal 

backgrounds gathered by local, state, and federal criminal 

justice and law enforcement agencies. 
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The policies set forth by CJIS cover best practices in 

wireless networking, remote access, data encryption 

and multi-factor authentication. Some example basic 

rules include:

• Access restriction based on physical location, job assignment, time of day,

and network address

• Event logging various login activities, including password changes

• Multi-factor authentication

• Active account management moderation

• Session lock after periods of inactivity

• Weekly audit reviews.

CJIS and its Relationship to FedRAMP

All federal agencies, including Criminal Justice Agencies 

(CJA’s), may leverage the Okta package completed as part of 

the Federal Risk and Management Program (FedRAMP). 

FedRAMP is a government cybersecurity risk management 

scheme that establishes a standardized approach for 

assessing, authorizing, and monitoring cloud service providers. 

It was created by the U.S. General Services Administration in 

response to the increasing number of federal agencies 

adopting cloud solutions, so that they could help protect them 

from the cybersecurity risks that come with implementing 

cloud-based infrastructure and applications. Specifically, 

FedRAMP determines which cloud services or products can be 

used by agencies, using hundreds of controls—the number 

varies depending on the level of certification—to evaluate a 

cloud service offering’s (CSO) documentation, operational

procedures, the level of security compliance, and so much 

more. These controls must all be met in order for the service 

provider to be granted an authority to operate (ATO) within the 

network of federal government agencies. 

More Information about Okta and FedRAMP: Configuring Okta for FedRAMP & 

Compliance Inheriting from Okta’s FedRAMP Authorization

Using Okta 
with CJIS

https://www.okta.com/resources/whitepaper/configuring-okta-for-fedramp-compliance/
https://www.okta.com/resources/whitepaper/inheriting-from-oktas-fedramp-authorization/thankyou/


4

Okta's Approach to CJIS

Okta already complies with many regulatory standards, including 

SOC2, ISO 27001 and 27018, and also has a FedRAMP Moderate 

Authority to Operate (ATO). In addition, our focus on security from 

the start means that we also help organizations meet their 

compliance requirements with other standards. That said, as Okta 

does not have direct access to CJI, the Okta environment is out of 

scope; however, the Okta platform is FedRAMP-compliant and 

meets the security requirements of CJIS.

For using Okta with CJIS, we’ve broken down all the controls 

included in the CJIS policy framework. Many controls Okta can help 

agencies satisfy: some items are specific to an organization (listed 

in the workbook under “customer requirements”). There are also a 

few that Okta doesn’t help address, mostly because they are 

internal to the agency, which are also noted in the workbook.

Additional Information: 

Okta Security Technical Whitepaper

About Okta

Okta is the World’s Identity Company. As the leading independent Identity partner, we free everyone to safely use any technology—

anywhere, on any device or app. The most trusted brands trust Okta to enable secure access, authentication, and automation. With 

flexibility and neutrality at the core of our Okta Workforce Identity and Customer Identity Clouds, business leaders and developers 

can focus on innovation and accelerate digital transformation, thanks to customizable solutions and more than 7,000 pre-built 

integrations. We’re building a world where Identity belongs to you. Learn more at okta.com.

Using Okta 
with CJIS

http://okta.com
https://www.okta.com/resources/whitepaper-okta-security-technical-white-paper/


Policy Area 1: 

Information Exchange Agreements 

CJIS Polley 

Area /Policy 

5.1 

5.1.1 

5.1.1.1 

5.1.1.2 

Requirement 

Polley Area 1: Information Exchange Agreements 

The information shared through communication mediums shall be protected with appropriate security 

safeguards. The agreements established by entities sharing information across systems and communications 

mediums are vital to ensuring all parties fully understand and agree to a set of security standards. 

Information Exchange 

Before exchanging CJI, agencies shall put formal agreements in place that specify security controls. The 

exchange of information may take several forms including electronic mail, instant messages, web services, 

facsimile, hard copy, and information systems sending, receiving and storing CJI. 

Information exchange agreements outline the roles, responsibilities, and data ownership between agencies 

and any external parties. Information exchange agreements for agencies sharing CJI data that is sent to and/or 

received from the FBI CJIS shall specify the security controls and conditions described in this document. 

Information exchange agreements shall be supported by documentation committing both parties to the terms 

of information exchange. As described in subsequent sections, different agreements and policies apply, 

depending on whether the parties involved are CJAs or NCJAs. See Appendix D for examples of Information 

Exchange Agreements. 

There may be instances, on an ad-hoc basis, where CJI is authorized for further dissemination to Authorized 

Recipients not covered by an information exchange agreement with the releasing agency. In these instances, 

the dissemination of CJI is considered to be secondary dissemination. Law Enforcement and civil agencies 

shall have a local policy to validate a requestor of CJI as an authorized recipient before disseminating CJI. See 

Section 5.1.3 for secondary dissemination guidance. 

Information Handling 

Procedures for handling and storage of information shall be established to protect that information from 

unauthorized disclosure, alteration or misuse. Using the requirements in this Policy as a starting point, the 

procedures shall apply to the handling, processing, storing, and communication of CJI. These procedures 

apply to the exchange of CJI no matter the form of exchange. 

The policies for information handling and protection also apply to using CJI shared with or received from FBI 

CJIS for noncriminal justice purposes. In general, a noncriminal justice purpose includes the use of criminal 

history records for purposes authorized by federal or state law other than purposes relating to the 

administration of criminal justice, including - but not limited to - employment suitability, licensing 

determinations, immigration and naturalization matters, and national security clearances. 

State and Federal Agency User Agreements 

Each CSA head or SIB Chief shall execute a signed written user agreement with the FBI CJIS Division stating 

their willingness to demonstrate conformity with this Policy before accessing and participating in CJIS records 

information programs. This agreement shall include the standards and sanctions governing utilization of CJIS 

systems. As coordinated through the particular CSA or SIB Chief, each Interface Agency shall also allow the 

FBI to periodically test the ability to penetrate the FBl's network through the external network connection or 

system per authorization of Department of Justice (DOJ) Order 2640.2F. All user agreements with the FBI CJIS 

Division shall be coordinated with the CSA head. 

FedRAMP Control 

AC-21,CA-1,CA-3, 

SA-10 (1) 

AC-21, CA-3, SA-2, 

SA-4,SA-4(1), SA-12(2) 

AC-21,CM-9,CP-6, 

CP-7,IR-8,PL-2,PM-1 

AC-21,CA-3,SA-2, SA-4, 

SA-4 (1), SA-12 (2) 

Responsibility 

Customer 

Customer 

Customer 

Customer 

Customer Details Okta Capabilities 

Contact Okta Legal 

to discuss these 

agreements. Okta 

meets the security 

requirements for 

transmitting data. 

Okta does not hold 

CJI, we provide 

access controls to 

your CJI applications. 

CJIS with Okta workbook 



















CJIS Polley 

Area/ Policy 

5.4.2 

5.4.3 

5.4.4 

5.4.5 

5.4.6 

5.4.7 

Requirement 

Response to Audit Processing Fallures 

The agency's information system shall provide alerts to appropriate agency officials in the event of an audit 
processing failure. Audit processing failures include, for example: software/hardware errors, failures in the 
audit capturing mechanisms, and audit storage capacity being reached or exceeded. 

Audit Monitoring, Analysis, and Reporting 

The responsible management official shall designate an individual or position to review/analyze information 
system audit records for indications of inappropriate or unusual activity, investigate suspicious activity or 

suspected violations, to report findings to appropriate officials, and to take necessary actions. Audit 
review/analysis shall be conducted at a minimum once a week. The frequency of review/analysis should be 
increased when the volume of an agency's processing indicates an elevated need for audit review. The 
agency shall increase the level of audit monitoring and analysis activity within the information system 
whenever there is an indication of increased risk to agency operations, agency assets, or individuals based on 
law enforcement information, intelligence information, or other credible sources of information. 

Time Stamps 

The agency's information system shall provide time stamps for use in audit record generation. The time 
stamps shall include the date and time values generated by the internal system clocks in the audit records. 
The agency shall synchronize internal information system clocks on an annual basis. 

Protection of Audit Information 

The agency's information system shall protect audit information and audit tools from modification, deletion and 
unauthorized access. 

Audit Record Retention 

The agency shall retain audit records for at least one (1) year. Once the minimum retention time period has 
passed, the agency shall continue to retain audit records until it is determined they are no longer needed for 
administrative, legal, audit, or other operational purposes. This includes, for example, retention and availability 
of audit records relative to Freedom of Information Act (FOIA) requests, subpoena, and law enforcement 
actions. 

Logging NCIC and Ill Transactions 

A log shall be maintained for a minimum of one (1) year on all NCIC and Ill transactions. The Ill portion of the 
log shall clearly identify both the operator and the authorized receiving agency. Ill logs shall also clearly 
identify the requester and the secondary recipient. The identification on the log shall take the form of a unique 
identifier that shall remain unique to the individual requester and to the secondary recipient throughout the 
minimum one-year retention period. 

FedRAMP Control 

AU-5,AU-5(2) 

AU-6,AU-6(1),AU-6(3), 

AU-7,CA-7 

AU-8,AU-8(1) 

AU-9, AU-9(4)

AU-4,AU-5(1),AU-9(2), 

AU-11 , AU-12

AU-4,AU-11 

Responsibility 

Customer 

Customer 

Customer 

Customer 

Customer 

Customer 

Customer Details 

Customer must retain 
and manage logs in 
their system of choice 

Customer must retain 
and analyze logs in their 
system of choice 

Customer must retain 
logs in their system of 
choice 

Customer must retain 
logs in their system of 
choice 

Customer must retain 
logs in their system of 
choice 

Okta Capabilities 

Okta provides rich 
logging that is 
exportable to the 
customer's system of 
choice 

Okla provides rich 
logging that is 
exportable to the 
customer's system of 
choice 

Okla logs are time 
stamped as per 
industry standards 

Okla provides rich 
logging that is 
exportable to the 

customer's system of 
choice 

Okla provides rich 
logging that is 
exportable to the 
customer's system of 
choice 

Okla provides rich 
logging that is 
exportable to the 
customer's system of 
choice 

CJIS with Okta workbook 





CJIS Policy 

Area/ Polley 

5.5.2.2 

5.5.2.3 

5.5.2.4 

5.5.3 

Requirement 

System Access Control 

Access control mechanisms to enable access to CJI shall be restricted by object (e.g., data set, volumes, files, 

records) including the ability to read, write, or delete the objects. Access controls shall be in place and 

operational for all IT systems to: 

1. Prevent multiple concurrent active sessions for one user identification, for those applications accessing 

CJI, unless the agency grants authority based upon operational business needs. Agencies shall document 

the parameters of the operational business needs for multiple concurrent active sessions. 

2. Ensure that only authorized personnel can add, change, or remove component devices, dial-up 

connections, and remove or alter programs. 

Access Control Criteria 

Agencies shall control access to CJI based on one or more of the following: 

1. Job assignment or function (i.e., the role) of the user seeking access. 

2. Physical location. 

3. Logical location. 

4. Network addresses (e.g., users from sites within a given agency may be permitted greater access than 

those from outside). 

5. Time of day and day of week/month restrictions. 

Access Control Mechanisms 

When setting up access controls, agencies shall use one or more of the following mechanisms: 

1. Access Control Lists (ACLs). ACLs are a register of users (including groups, machines, processes) who 

have been given permission to use a particular object (system resource) and the types of access they 

have been permitted. 

2. Resource Restrictions. Access to specific functions is restricted by never allowing users to request 

information, functions, or other resources for which they do not have access. Three major types of 

resource restrictions are: menus, database views, and network devices. 

3. Encryption. Encrypted information can only be decrypted, and therefore read, by those possessing the 

appropriate cryptographic key. While encryption can provide strong access control, it is accompanied by 

the need for strong key management. If encryption of stored information is employed as an access 

enforcement mechanism, the cryptography used is Federal Information Processing Standards (FIPS) 140-2 

(as amended) compliant (see Section 5.10.1.2 for encryption requirements). 

4. Application Level. In addition to controlling access at the information system level, access enforcement 

mechanisms are employed at the application level to provide increased information security for the 

agency. 

Unsuccessful Login Attempts 

Where technically feasible, the system shall enforce a limit of no more than 5 consecutive invalid access 

attempts by a user (attempting to access CJI or systems with access to CJI). The system shall automatically 

lock the accounVnode for a 10-minute time period unless released by an administrator. 

FedRAMP Control 

AC-2, AC-2(4), AC-2(7), 

AC-5, AC-6, AC-6(5), 

AC-6(9), AC-10,RA-5(5) 

AC-2, AC-2(4), AC-2(7), 

AC-5, AC-6, AC-6(5), 

AC-6(9), AC-10,RA-5(5) 

AC-2, AC-2(4), AC-2(7), 

AC-5, AC-6, AC-6(5), 

AC-6(9), AC-10,RA-5(5) 

AC-7, IA-5 (1) 

Responsibility 

Shared 

Shared 

Shared 

Shared 

Customer Details 

Customer controls 

access appropriately 

using Okta and 

downstream app 

permissions 

Customer controls 

access appropriately 

using Okla 

Customer controls 

access appropriately 

using Okta 

Customer configures 

limits corresponding to 

their needs 

Okta Capabilities 

Okta does not 

currently offer limits 

on concurrent 

sessions 

Okta offers a rich set 

of options to control 

access including roles, 

groups, automation, 

adaptive multi-factor 

authentication, and 

more 

Okla meets the 

requirements for 

encryption and helps 

customers enforce 

restrictions to apps 

Okta contains settings 

to limit invalid login 

attempts and control 

lock timing 

CJIS with Okta workbook 



CJIS Policy 

Area/ Polley 

5.5.4 

5.5.5 

5.5.6 

5.5.6.1 

5.5.6.2 

Requirement 

System Use Notification 

The information system shall display an approved system use notification message, before granting access, 

informing potential users of various usages and monitoring rules. The system use notification message shall, at 

a minimum, provide the following information: 

1. The user is accessing a restricted information system. 

2. System usage may be monitored, recorded, and subject to audit. 

3. Unauthorized use of the system is prohibited and may be subject to criminal and/or civil penalties. 

4. Use of the system indicates consent to monitoring and recording. 

The system use notification message shall provide appropriate privacy and security notices (based on 

associated privacy and security policies or summaries) and remain on the screen until the user acknowledges 

the notification and takes explicit actions to log on to the information system. 

Privacy and security policies shall be consistent with applicable laws, executive orders, directives, policies, 

regulations, standards, and guidance. System use notification messages can be implemented in the form of 

warning banners displayed when individuals log in to the information system. For publicly accessible systems: 

1. the system use information is available and when appropriate, is displayed before granting access; 

2. any references to monitoring, recording, or auditing are in keeping with privacy accommodations for such 

systems that generally prohibit those activities; and 

3. the notice given to public users of the information system includes a description of the authorized uses of

the system. 

Session Lock 

The information system shall prevent further access to the system by initiating a session lock after a maximum 

of 30 minutes of inactivity, and the session lock remains in effect until the user reestablishes access using 

appropriate identification and authentication procedures. Users shall directly initiate session lock mechanisms 

to prevent inadvertent viewing when a device is unattended. A session lock is not a substitute for logging out 

of the information system. In the interest of officer safety, devices that are: (1) part of a police vehicle; or (2) 

used to perform dispatch functions and located within a physically secure location, are exempt from this 

requirement. Note: an example of a session lock is a screensaver with password. 

Remote Access 

The agency shall authorize, monitor, and control all methods of remote access to the information system. 

Remote access is any temporary access to an agency's information system by a user (or an information 

system) communicating temporarily through an external, non-agency-controlled network (e.g., the Internet). 

The agency shall employ automated mechanisms to facilitate the monitoring and control of remote access 

methods. The agency shall control all remote accesses through managed access control points. The agency 

may permit remote access for privileged functions only for compelling operational needs but shall document 

the rationale for such access in the security plan for the information system. 

Personally Owned Information Systems 

A personally owned information system shall not be authorized to access, process, store or transmit CJI unless 

the agency has established and documented the specific terms and conditions for personally owned 

information system usage. When bring your own devices (BYOD) are authorized, they shall be controlled using 

the requirements in Section 5.5.7.3 Cellular. 

This control does not apply to the use of personally owned information systems to access agency's 

information systems and information that are intended for public access (e.g., an agency's public website that 

contains purely public information). 

Publicly Accessible Computers 

Publicly accessible computers shall not be used to access, process, store or transmit CJI. Publicly accessible 

computers include but are not limited to: hotel business center computers, convention center computers, 

public library computers, public kiosk computers, etc. 

FedRAMP Control 

AC-8, AC-11(1),AC-22 

AC-11 , AC-12

AC-17,AC-17(3),AC-17(4), 

AC-17(6) 

AC-17 

AC-17, AC-20, AC-22 

Responsibility 

Customer 

Customer 

Customer 

Customer 

Customer 

Customer Details 

Customers (or their 

partners) should 

create system use 

notifications within 

their hosted 

applications and 

specific systems 

Customers (or their 

partners) are 

responsible for 

documenting and 

implementing remote 

access from their 

network to their Okta 

applications 

Customers (or their 

partners) should 

address this 

requirement with their 

system's security 

policies and procedures 

Okta Capabilities 

Okla provides the 

ability to have a 

custom login page 

Session lifetime is 

configurable in the 

Okla admin interface 

Okla provides the 

identity layer which 

controls access to the 

downstream apps. In 

addition, Okta 

provides a rich set of 

logs for the customer 

to monitor and alert 

upon remote access 

Okta provides a rich 

set of login rules that 

may provide support 

for this control 

CJIS with Okta workbook 



Policy Area 6: 

Identification and Authentication 

CJIS Polley 

Area/ Policy 
Requirement 

5.6 Polley Area 6: Identification and Authentication 

5.6.1 

5.6.1.1 

5.6.2 

5.6.2.1 

The agency shall identify information system users and processes acting on behalf of users and authenticate 

the identities of those users or processes as a prerequisite to allowing access to agency information systems 

or services. 

Identification Policy and Procedures 

Each person who is authorized to store, process, and/or transmit CJI shall be uniquely identified. A unique 

identification shall also be required for all persons who administer and maintain the system(s) that access CJI 

or networks leveraged for CJI transit. The unique identification can take the form of a full name, badge 

number, serial number, or other unique alphanumeric identifier. Agencies shall require users to identify 

themselves uniquely before the user is allowed to perform any actions on the system. Agencies shall ensure 

that all user IDs belong to currently authorized users. Identification data shall be kept current by adding new 

users and disabling and/or deleting former users. 

Use of Originating Agency Identifiers In Transactions and Information Exchanges 

An FBI authorized originating agency identifier (ORI) shall be used in each transaction on CJIS systems in 

order to identify the sending agency and to ensure the proper level of access for each transaction. The 

original identifier between the requesting agency and the CSA/SIB/Channeler shall be the ORI, and other 

agency identifiers, such as user identification or personal identifier, an access device mnemonic, or the 

Internet Protocol (IP) address. Agencies may act as a servicing agency and perform transactions on behalf of 

authorized agencies requesting the service. Servicing agencies performing inquiry transactions on behalf of 

another agency may do so using the requesting agency's ORI. Servicing agencies may also use their own ORI 

to perform inquiry transactions on behalf of a requesting agency if the means and procedures are in place to 

provide an audit trail for the current specified retention period. Because the agency performing the transaction 

may not necessarily be the same as the agency requesting the transaction, the CSA/SIB/Channeler shall 

ensure that the ORI for each transaction can be traced, via audit trail, to the specific agency, which is 

requesting the transaction. Audit trails can be used to identify the requesting agency if there is a reason to 

inquire into the details surrounding why an agency ran an inquiry on a subject. Agencies assigned a P (limited 

access) ORI shall not use the full access ORI of another agency to conduct an inquiry transaction. 

Authentication Policy and Procedures 

Authentication refers to mechanisms or processes that verify users are valid once they are uniquely identified. 

The CSA/SIB may develop an authentication strategy, which centralizes oversight but decentralizes the 

establishment and daily administration of the security measures for access to CJI. 

Each individual's identity shall be authenticated at either the local agency, CSA, SIB or Channeler level. The 

authentication strategy shall be part of the agency's audit for policy compliance. The FBI CJIS Division shall 

identify and authenticate all individuals who establish direct web-based interactive sessions with FBI CJIS 

Services. The FBI CJIS Division shall authenticate the ORI of all message-based sessions between the FBI CJIS 

Division and its customer agencies but will not further authenticate the user nor capture the unique identifier 

for the originating operator because this function is performed at the local agency, CSA, SIB or Channeler 

level. 

Standard Authenticators 

Authenticators are the something you know, something you are, or something you have part of the 

identification and authentication process. Examples of standard authenticators include passwords, tokens, 

biometrics, and personal identification numbers (PIN). Agencies shall not allow the same authenticator (i.e., 

password, PIN) to be used multiple times on a device or system. 

FedRAMP Control 

IA-1 (1), IA-2 (2), IA-2 (8), 
IA-2 (12), IA-2 (5) 

SC-16 

IA-1,IA-2,IA-2(8),IA-2(9), 

IA-3 

IA-5,IA-5(1),IA-5(5),IA-6 

Responslblllty 

Customer 

Customer 

Shared 

Customer 

Customer Details 

Customer ensures 

that usernames in 

Okta are unique 

Customer is 

responsible for adding 

Okta usage in their 

policies and 

procedures. 

Customer is 

responsible for 

identity proofing 

before authenticators 

are issued 

Okta Capabllltles 

Okta supports this 

capacity with several 

different directory 

options 

Okta's core 

competency is 

providing 

authentication 

services so the correct 

people have access to 

the appropriate data. 

Okta logs are able to 

be used to provide 

context in meeting this 

control 

Okta supports a wide 

variety of industry 

standard 

authenticators, 

including FIPS

validated MFA via 

Okta Verify as well as 

third party options 

CJIS with Okta workbook 



CJIS Policy 

Area/ Polley 

5.6.2.1.1 

5.6.2.1.2 

5.6.2.2 

Requirement 

Password 

Agencies shall follow the secure password attributes, below, to authenticate an individual's unique ID. 

Passwords shall: 

1. Be a minimum length of eight (8) characters on all systems. 

2. Not be a dictionary word or proper name. 

3. Not be the same as the User ID. 

4. Expire within a maximum of 90 calendar days. 

5. Not be identical to the previous ten (10) passwords. 

6. Not be transmitted in the clear outside the secure location. 

7. Not be displayed when entered. 

Personal Identification Number 

When agencies implement the use of a PIN as a standard authenticator, the PIN attributes shall follow the 

guidance in section 5.6.2.1.1 (Password).When agencies utilize a PIN in conjunction with a certificate or token 

(e.g. key fob with rolling numbers) for the purpose of advanced authentication, agencies shall follow the PIN 

attributes described below.For example:A user certificate is installed on a smartphone for the purpose of 

advanced authentication (AA).AS the user that invokes that certificate, a PIN meeting the below attributes shall 

be used to access the certificate for the AA process: 

1. Be a minimum of six (6) digits 

2. Have no repeating digits (i.e. 112233) 

3. Have no sequential patterns (i.e. 123456) 

4. Not be the same as the User ID 

5. Expire within a maximum of 365 calendar days 

If a PIN is used to access a soft certificate which is the second factor of authentication, AND the first factor 

is a password that complies with the requirements in Section 5.6.2.1.1, then the 365-day expiration can be 

waived by the CSO. 

6. Not be identical to the previous three (3) PINs. 

7. Not be transmitted in the clear outside the secure location. 

8. Not be displayed when entered. 

EXCEPTION: When a PIN is used for local authentication, the only requirement is that it be a minimum of six (6) 

digits. 

Advanced Authentication 

Advanced Authentication (AA) provides for additional security to the typical user identification and 

authentication of login ID and password, such as: biometric systems, user-based digital certificates (e.g. public 

key infrastructure (PKI)), smart cards, software tokens, hardware tokens, paper (inert) tokens, out-of-band 

authenticators (retrieved via a separate communication service channel - e.g., authenticator is sent on 

demand via text message, phone call, etc.)or "Risk-based Authentication" that includes a software token 

element comprised of a number of factors, such as network information, user information, positive device 

identification (i.e. device forensics, user pattern analysis and user binding), user profiling, and high-risk 

challenge/response questions. 

When user-based certificates are used for authentication purposes, they shall: 

1. Be specific to an individual user and not to a particular device. 

2. Prohibit multiple users from utilizing the same certificate. 

3. Require the user to "activate" that certificate for each use in some manner 

(e.g., passphrase or user-specific PIN) 

FedRAMP Control 

IA-5,IA-5(1),IA-5(4) 

IA-5,IA-5(1),IA-5(4) 

IA-2(1),IA-2(2),IA-2(3), 

IA-2(4),IA-2(11),IA-2(13) 

IA-3(1),IA-5(2),IA-5(11), 

MA-4,SC-37,SC-37(1) 

Responsibility 

Okta Shared 

Customer 

Customer 

Customer Details 

Customer sets 

appropriate rules for 

password strength 

and complexity 

Okta Capabilities 

Okla settings contain 

rules that can be set 

for the agency to meet 

this requirement 

Okla supports a wide 

variety of industry

standard 

authenticators, 

including FIPS

validated MFA via 

Okta Verify as well as 

third party options. In 

addition, Okta offers 

adaptive MFA to set 

rules for step-up 

authentication to meet 

the risk-based 

authentication 

requirement 

CJIS with Okta workbook 



CJIS Policy 

Area/ Policy 

5.6.2.2.1 

Requirement 

Advanced Authentication Policy and Rationale 

The requirement to use or not use AA is dependent upon the physical, personnel and technical security 

controls associated with the user location. AA shall not be required for users requesting access to CJI from 

within the perimeter of a physically secure location (Section 5.9), when the technical security controls have 

been met (Sections 5.5 and 5.10). Conversely, if the technical security controls have not been met, AA shall be 

required even if the request for CJI originates from within a physically secure location. Section 5.6.2.2.2 

provides agencies with a decision tree to help guide AA decisions. 

The intent of AA is to meet the standards of two-factor authentication. Two-factor authentication employs the 

use of two of the following three factors of authentication: something you know (e.g. password), something 

you have (e.g. hard token), something you are (e.g. biometric). The two authentication factors shall be unique 

(i.e. password/token or biometric/password but not password/password or token/token). 

INTERIM COMPLIANCE: 

1. For interim compliance, users accessing CJI from devices associated with, and located within, a police 

vehicle are exempt from the AA requirement until September 30, 2014 if the information system being 

used has not been procured or upgraded any time after September 30, 2005. For the purposes of this 

Policy, a police vehicle is defined as an enclosed criminal justice conveyance with the capability to 

comply, during operational periods, with Section 5.9.1.3. 

2. Internet Protocol Security (IPSec) does not meet the 2011 requirements for advanced authentication; 

however, agencies that have funded/implemented IPSec in order to meet the AA requirements of CJIS 

Security Policy v.4.5 may continue to utilize IPSec for AA until September 30, 2014. Examples: 

a. A police officer runs a query for CJI from his/her laptop mounted in a police vehicle. The police 

officer leverages a cellular network as the transmission medium; authenticates the device using 

IPSec key exchange; and tunnels across the cellular network using the IPSec virtual private network 

(VPN). IPSec was funded and installed in order to meet the AA requirements of CJIS Security Policy 

version 4.5. AA requirements are waived until September 30, 2014. 

b. A detective accesses CJI from various locations while investigating a crime scene. The detective 

uses an agency-managed laptop with IPSec installed and leverages a cellular network as the 

transmission medium. IPSec was funded and installed in order to meet the AA requirements of CJIS 

Security Policy version 4.5. AA requirements are waived until September 30, 2014. 

EXCEPTION: 

AA shall be required when the requested service has built AA into its processes and requires a user to provide 

AA before granting access. EXAMPLES: 

1. A user, irrespective of his/her location, accesses the LEO website. The LEO has AA built into its services 

and requires AA prior to granting access. AA is required. 

2. A user, irrespective of their location, accesses a State's portal through which access to CJI is facilitated. 

The State Portal has AA built into its processes and requires AA prior to granting access. AA is required. 

FedRAMP Control 
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5.6.3

5.6.3.1

5.6.3.2 IA-5, IA-5(6), IA-5(8), 
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IA-4(4), IA-5, IA-5(8), 
IA-8, IA-12



CJIS Policy 

Area/ Polley 

5.6.4 

Requirement 

Assertions 

Identity providers can be leveraged to identify individuals and assert the individual's identity to a service or to 

a trusted broker who will in turn assert the identity to a service. Assertion mechanisms used to communicate 

the results of a remote authentication to other parties shall be: 

1. Digitally signed by a trusted entity (e.g., the identity provider). 

2. Obtained directly from a trusted entity (e.g. trusted broker) using a protocol where the trusted entity 

authenticates to the relying party using a secure protocol (e.g. transport layer security [TLS)) that 

cryptographically authenticates the verifier and protects the assertion. 

Assertions generated by a verifier shall expire after 12 hours and shall not be accepted thereafter by the 

relying party. 

FedRAMP Control 

IA-2 (12),IA-8 (1), 

IA-8 (2),IA-8 (3) 
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Policy Area 7: 

Configuration Management 

CJIS Polley 

Area/ Policy 
Requirement 

5.7 Polley Area 7: Configuration Management 

5.7.1 

5.7.1.1 

5.7.1.2 

5 .7.2 

Access Restrictions for Changes 

Planned or unplanned changes to the hardware, software, and/or firmware components of the information 

system can have significant effects on the overall security of the system. The goal is to allow only qualified and 

authorized individuals access to information system components for purposes of initiating changes, including 

upgrades, and modifications. Section 5.5, Access Control, describes agency requirements for control of 

privileges and restrictions. 

Least Functionality 

The agency shall configure the application, service, or information system to provide only essential capabilities 

and shall specifically prohibit and/or restrict the use of specified functions, ports, protocols, and/or services. 

Network Diagram 

The agency shall ensure that a complete topological drawing depicting the interconnectivity of the agency 

network, to criminal justice information, systems and services is maintained in a current status. See Appendix 

C for sample network diagrams. The network topological drawing shall include the following: 

1. All communications paths, circuits, and other components used for the interconnection, beginning with 

the agency-owned system(s) and traversing through all interconnected systems to the agency end-point. 

2. The logical location of all components (e.g., firewalls, routers, switches, hubs, servers, encryption devices, 

and computer workstations). Individual workstations (clients) do not have to be shown; the number of 

clients is sufficient. 

3. "For Official Use Only" (FOUO) markings. 

4. The agency name and date (day, month, and year) drawing was created or updated. 

Security of Configuration Documentation 

The system configuration documentation often contains sensitive details (e.g. descriptions of applications, 

processes, procedures, data structures, authorization processes, data flow, etc.) Agencies shall protect the 

system documentation from unauthorized access consistent with the provisions described in Section 5.5 

Access Control. 
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Policy Area 8: 

Media Protection 

CJIS Polley 

Area/ Policy 
Requirement 

5.8 Polley Area 8: Media Protection 

5.8.1 

5.8.2 

5.8.2.1 

5.8.2.2 

5.8.3 

5.8.4 

Media protection policy and procedures shall be documented and implemented to ensure that access to 

electronic and physical media in all forms is restricted to authorized individuals. Procedures shall be defined 

for securely handling, transporting and storing media. 

Media Storage and Access 

The agency shall securely store electronic and physical media within physically secure locations or controlled 

areas. The agency shall restrict access to electronic and physical media to authorized individuals. If physical 

and personnel restrictions are not feasible then the data shall be encrypted per Section 5.10.1.2. 

Media Transport 

The agency shall protect and control electronic and physical media during transport outside of controlled 

areas and restrict the activities associated with transport of such media to authorized personnel. 

Digital Media in Transit 

Controls shall be in place to protect electronic media containing CJI while in transport (physically moved from 

one location to another) to help prevent compromise of the data. Encryption, as defined in Section 5.10.1.2 of 

this Policy, is the optimal control during transport; however, if encryption of the data isn't possible then each 

agency shall institute other controls to ensure the security of the data. 

Physical Media in Transit 

The controls and security measures in this document also apply to CJI in physical (printed documents, printed 

imagery, etc.) form. Physical media shall be protected at the same level as the information would be protected 

in electronic form. 

Digital Media Sanitization and Disposal 

The agency shall sanitize, that is, overwrite at least three times or degauss digital media prior to disposal or 

release for reuse by unauthorized individuals. Inoperable digital media shall be destroyed (cut up, shredded, 

etc.). The agency shall maintain written documentation of the steps taken to sanitize or destroy digital media. 

Agencies shall ensure the sanitization or destruction is witnessed or carried out by authorized personnel. 

Disposal of Physical Media 

Physical media shall be securely disposed of when no longer required, using formal procedures. Formal 

procedures for the secure disposal or destruction of physical media shall minimize the risk of sensitive 

information compromise by unauthorized individuals. Physical media shall be destroyed by shredding or 

incineration. Agencies shall ensure the disposal or destruction is witnessed or carried out by authorized 

personnel. 
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Policy Area 10: 

System and Communications Protection and Information Integrity 

CJIS Policy 

Area/ Policy 
Requirement 

5.10 Polley Area 10: System and Communications Protection and Information Integrity 

5.10.1 

5.10.1.1 

Examples of systems and communications safeguards range from boundary and transmission protection to 

securing an agency's virtualized environment. In addition, applications, services, or information systems must 

have the capability to ensure system integrity through the detection and protection against unauthorized 

changes to software and information. This section details the policy for protecting systems and 

communications infrastructures. 

Information Flow Enforcement 

The network infrastructure shall control the flow of information between interconnected systems. Information 

flow control regulates where information is allowed to travel within an information system and between 

information systems (as opposed to who is allowed to access the information) and without explicit regard to 

subsequent accesses to that information. In other words, controlling how data moves from one place to the 

next in a secure manner. 

Examples of controls that are better expressed as flow control than access control (see Section 5.5) are: 

1. Prevent CJI from being transmitted unencrypted across the public network. 

2. Block outside traffic that claims to be from within the agency. 

3. Do not pass any web requests to the public network that are not from the internal web proxy. 

Specific examples of flow control enforcement can be found in boundary protection devices (e.g. proxies, 

gateways, guards, encrypted tunnels, firewalls, and routers) that employ rule sets or establish configuration 

settings that restrict information system services or provide a packet filtering capability. 

Boundary Protection 

The agency shall: 

1. Control access to networks processing CJI. 

2. Monitor and control communications at the external boundary of the information system and at key 

internal boundaries within the system. 

3. Ensure any connections to the Internet, other external networks, or information systems occur through 

controlled interfaces (e.g. proxies, gateways, routers, firewalls, encrypted tunnels). See Section 5.10.4.4 for 

guidance on personal firewalls. 

4. Employ tools and techniques to monitor network events, detect attacks, and provide identification of

unauthorized use.

5. Ensure the operational failure of the boundary protection mechanisms do not result in any unauthorized 

release of information outside of the information system boundary (i.e. the device shall "fail closed" vs. 

"fail open"). 

6. Allocate publicly accessible information system components (e.g. public Web servers) to separate sub 

networks with separate, network interfaces. Publicly accessible information systems residing on a virtual 

host shall follow the guidance in Section 5.10.3.2 to achieve separation. 
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CJIS Polley 

Area/ Policy 

5.10.1.2 

5.10.1.3 

5.10.1.4 

Requirement 

Encryption 

1. Encryption shall be a minimum of 128 bits. 

2. When CJI is transmitted outside the boundary of the physically secure location, the data shall be 

immediately protected via cryptographic mechanisms (encryption). 

EXCEPTIONS: See Sections 5.5.7.3.2 and 5.10.2. 

3. When CJI is at rest (i.e. stored electronically) outside the boundary of the physically secure location, the 

data shall be protected via cryptographic mechanisms (encryption). 

4. When encryption is employed, the cryptographic module used shall be certified to meet FIPS 140-2 

standards. 

Note 1: Subsequent versions of approved cryptographic modules that are under current review for FIPS 

140-2 compliancy can be used in the interim until certification is complete. 

Note 2: While FIPS 197 (Advanced Encryption Standard) certification is desirable, a FIPS 197 certification 

alone is insufficient as the certification is for the algorithm only vs. the FIPS 140-2 standard, which certifies 

the packaging of an implementation. 

5. For agencies using public key infrastructure technology, the agency shall develop and implement a 

certificate policy and certification practice statement for the issuance of public key certificates used in the 

information system. Registration to receive a public key certificate shall: 

a. Include authorization by a supervisor or a responsible official. 

b. Be accomplished by a secure process that verifies the identity of the certificate holder. 

c. Ensure the certificate is issued to the intended party. 

Intrusion Detection Tools and Techniques 

The agency shall implement network-based and/or host-based intrusion detection tools. 

The CSA/SIB shall, in addition: 

1. Monitor inbound and outbound communications for unusual or unauthorized activities. 

2. Send individual intrusion detection logs to a central logging facility where correlation and analysis will be 

accomplished as a system wide intrusion detection effort. 

3. Employ automated tools to support near real-time analysis of events in support of detecting system level 

attacks. 

Voice over Internet Protocol 

Voice over Internet Protocol (VoIP) has been embraced by organizations globally as an addition to, or 

replacement for, public switched telephone network (PSTN) and private branch exchange (PBX) telephone 

systems. The immediate benefits are lower costs than traditional telephone services and VoIP can be installed 

in-line with an organization's existing Internet Protocol (IP) services. Among Vol P's risks that have to be 

considered carefully are: myriad security concerns, cost issues associated with new networking hardware 

requirements, and overarching quality of service (QoS) factors. 

In addition to the security controls described in this document, the following additional controls shall be 

implemented when an agency deploys VoIP within a network that contains unencrypted CJI: 

1. Establish usage restrictions and implementation guidance for VoIP technologies. 

2. Change the default administrative password on the IP phones and VoIP switches. 

3. Utilize Virtual Local Area Network (VLAN) technologies to segment VoIP traffic from data traffic. 

Appendix G.2 outlines threats, vulnerabilities, mitigations, and NIST best practices for VoIP. 
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CJIS Polley 

Area/ Policy 

5.10.1.5 

5.10.2 

5.10.3 

5.10.3.1 

Requirement 

Cloud Computing 

Organizations transitioning to a cloud environment are presented unique opportunities and challenges (e.g., 

purported cost savings and increased efficiencies versus a loss of control over the data). Reviewing the cloud 

computing white paper (Appendix G.3), the cloud assessment located within the security policy resource 

center on FBI.gov, NIST Special Publications (800-144, 800-145, and 800-146), as well as the cloud provider's 

policies and capabilities will enable organizations to make informed decisions on whether or not the cloud 

provider can offer service that maintains compliance with the requirements of the CJIS Security Policy. The 

metadata derived from CJI shall not be used by any cloud service provider for any purposes. The cloud 

service provider shall be prohibited from scanning any email or data files for the purpose of building analytics, 

data mining, advertising, or improving the services provided. 

Facsimile Transmission of CJI 

CJI transmitted via a single or multi-function device over a standard telephone line is exempt from encryption 

requirements.CJ! transmitted external to a physically secure location using a facsimile server, application, or 

service which implements email-like technology, shall meet the encryption requirements for CJI in transit as 

defined in Section 5.10. 

Partitioning and Vlrtuallzatlon 

As resources grow scarce, agencies are increasing the centralization of applications, services, and system 

administration. Advanced software now provides the ability to create virtual machines that allows agencies to 

reduce the amount of hardware needed. Although the concepts of partitioning and virtualization existed 

previously, the need for securing the partitions and virtualized machines has evolved due to the increasing 

amount of distributed processing and federated information sources now available across the Internet. 

Partitioning 

The application, service, or information system shall separate user functionality (including user interface 

services) from information system management functionality. 

The application, service, or information system shall physically or logically separate user interface services 

(e.g. public web pages) from information storage and management services (e.g. database management). 

Separation may be accomplished through the use of one or more of the following: 

1. Different computers. 

2. Different central processing units. 

3. Different instances of the operating system. 

4. Different network addresses. 

5. Other methods approved by the FBI CJIS ISO. 

FedRAMP Control 
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CJIS Polley 

Area/ Policy 

5.10.4.3 

5.10.4.4 

5.10.4.5 

Requirement 

Spam and Spyware Protection 

The agency shall implement spam and spyware protection. 

The agency shall: 

1. Employ spam protection mechanisms at critical information system entry points (e.g. firewalls, electronic 

mail servers, remote access servers). 

2. Employ spyware protection at workstations, servers and mobile computing devices on the network. 

3. Use the spam and spyware protection mechanisms to detect and take appropriate action on unsolicited 

messages and spyware/adware, respectively, transported by electronic mail, electronic mail attachments, 

Internet accesses, removable media (e.g. diskettes or compact disks) or other removable media as 

defined in this Policy. 

Security Alerts and Advisories 

The agency shall: 

1. Receive information system security alerts/advisories on a regular basis. 

2. Issue alerts/advisories to appropriate personnel. 

3. Document the types of actions to be taken in response to security alerts/advisories. 

4. Take appropriate actions in response. 

5. Employ automated mechanisms to make security alert and advisory information available throughout the 

agency as appropriate. 

Information Input Restrictions 

The agency shall restrict the information input to any connection to FBI CJIS services to authorized 

personnel only. 

Restrictions on personnel authorized to input information to the information system may extend beyond the 

typical access controls employed by the system and include limitations based on specific operational/project 

responsibilities. 
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