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Release Overview

for Early Access & General Availability in Q3 (July - October 2024)

Customer Identity Solution

These materials and any recommendations within are not legal, privacy, security, compliance, or business advice. These materials are intended for general informational purposes only and
may not reflect the most current security, privacy, and legal developments nor all relevant issues. You are responsible for obtaining legal, security, privacy, compliance, or business advice
from your own lawyer or other professional advisor and should not rely on the recommendations herein. Okta is not liable to you for any loss or damages that may result from your
implementation of any recommendations in these materials. Okta makes no representations, warranties, or other assurances regarding the content of these materials. Information
regarding Okta’s contractual assurances to its customers can be found at okta.com/agreements.



http://okta.com/agreements

Safe harbor

This presentation contains "forward-looking statements" within the
meaning of the "safe harbor" provisions of the Private Securities Litigation
Reform Act of 1995, including but not limited to, statements regarding our
financial outlook, business strategy and plans, market trends and market
size, opportunities and positioning. These forward-looking statements are
based on current expectations, estimates, forecasts and projections.
Words such as "expect," "anticipate," "should," "believe," "hope," "target,"
"project," "goals," "estimate," "potential," "predict," "may," "will," "might,"
"could," "intend," "shall" and variations of these terms and similar
expressions are intended to identify these forward-looking statements,
although not all forward-looking statements contain these identifying
words. Forward-looking statements are subject to a number of risks and
uncertainties, many of which involve factors or circumstances that are
beyond our control. For example, global economic conditions have in the
past and could in the future reduce demand for our products; we and our
third-party service providers have in the past and could in the future
experience cybersecurity incidents; we may be unable to manage or
sustain the level of growth that our business has experienced in prior
periods; our financial resources may not be sufficient to maintain or
improve our competitive position; we may be unable to attract new
customers, or retain or sell additional products to existing customers;
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customer growth has slowed in recent periods and could continue to
decelerate in the future; we could experience interruptions or
performance problems associated with our technology, including a
service outage; we and our third-party service providers have failed,
or were perceived as having failed, to fully comply with various privacy
and security provisions to which we are subject, and similar incidents
could occur in the future; we may not achieve expected synergies and
efficiencies of operations from recent acquisitions or business
combinations, and we may not be able to successfully integrate the
companies we acquire; and we may not be able to pay off our
convertible senior notes when due. Further information on potential
factors that could affect our financial results is included in our most
recent Quarterly Report on Form 10-Q and our other filings with the
Securities and Exchange Commission. The forward-looking
statements included in this presentation represent our views only as
of the date of this presentation and we assume no obligation and do
not intend to update these forward-looking statements.

Any products, features, functionalities, certifications, authorizations, or
attestations referenced in this presentation that are not currently
generally available or have not yet been obtained or are not currently
maintained may not be delivered or obtained on time or at all. Product
roadmaps do not represent a commitment, obligation or promise to
deliver any product, feature, functionality, certification or attestation
and you should not rely on them to make your purchase decisions.
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Okta Customer Identity Solution is built for your
identity needs today, and tomorrow




Top Launches

RCO)N You asked, we listened.

Top 3 requested features shipped this year

Classic m Classic m Classic m

: Threatlnsight
Passkeys Multi-Brand
Enhancements
Passkeys are a password replacement that . . . . .
. Set up multiple brands in a single Okta tenant Expanded Threatlnsight detection and
enable faster, easier, and more secure . . . .
o . including brand themes, custom domains, and response to all APl endpoints. Allows
authentication experiences for consumers. . ! G .
o . . end-user touch points like emails, sign in, and customers to detect and block client access
They simplify account creation and login to a . .
" . . . error pages. from Threatlnsight IPs across the public API
familiar device unlock mechanism using
. . surface.
biometrics, a PIN, or a pattern.
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Welcome to the Okta
Customer ldentity Solution
Release Overview

Q3 2024
Welcome back to Okta’s Quarterly Release Overview. 2024 has already brought lots of exciting updates, and we
cannot wait to share with you all the innovation we've released in this quarter.

From Enhanced Dynamic Network Zones to Authenticator Sequencing, Okta provides more control to customers
that factors in the global and customized experiences that users expect.

S
mw

© Okta and/or its affiliates. All rights reserved. Confidential Information of Okta — For Recipient’s Internal Use Only.

okta



Customer Identity Solution

@ Customer ldentity Solution

&

General Availability

/Add enhanced dynamic zone

Enhanced Dynamic Network Zones - AMFA SKU functionality g
Zone name My Zone Name
Available in: AMFA, FedRAMP Moderate/High/DOD IL4 Available 7 e o
e} 'h:;cma::ess rom the IPs that match the conditions listed in
Enhance security with granular control within dynamic zones, enabling organizations to block access based
on service categories, locations, and ASNs. Achieve greater control over network resources, and stay S S T
resilient against unauthorized access and evolving threats. Learn more o R
deny rule on all Okta endpoints.

Enforce an Allowlisted Network Zone for use of Static (SWSS) API Tokens g—’
Available in: All SKUs o, s 3 Uieins ot

o

Enhances the security of Okta API tokens by preventing attackers from stealing and using SSWS tokens SO o0 D o
Learn more E

IP service category () Not configured
Include the following IP service categories

All P service categories except

outside the specified IP range to gain unauthorized access.

Type an IP service category name

Express VPN x |[Nord VPN x || Surfsnark x || ror x

Learn more

Location ® Included locations
(' Alllocations except
United States d State/Region (Optional) * X
+ Another
ISP autonomous system numbers (ASNs) @ 3366, 2914, 6453, 1273

\ )

Enhanced Dynamic Network Zone
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https://support.okta.com/help/s/article/Can-I-Restrict-Which-IP-AddressDevice-is-Allowed-to-Use-an-API-Token?language=en_US
https://help.okta.com/oie/en-us/content/topics/security/network/about-enhanced-dynamic-zones.htm
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Early Access

Authenticator Sequencing
Available in: AMFA, FedRAMP Moderate/High/DOD IL4 Available

Bolster application security and mitigate the risk of account compromise by specifying the sequence of
authenticator methods a user must complete before accessing an app. Learn more

Authenticator Enroliment + Recovery with ASoP
Available in: All SKUs

Enhance protection against social engineering attacks with granular control over enrollment and recovery
auth flows. Learn more

Execution History Inspector
Available in: Workflows
Equips Admins with a single view of recent execution history per workflow within the Workflows Ul so they

can best triage errors and view success. Track metadata for every flow, or just for specific high-risk or

high-impact flows. Learn more
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Execution Log Streaming
Available in: Workflows

Provides visibility into Workflow execution performance, helping customers troubleshoot errors and better
understand flow execution metrics.

Learn more
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THEN Access is Denied
© Allowed after successful authentication
R Usermust autheticate with Specify authentication method chain(s)
Chains of authentication methods
First authentication method Security strength  Characteristics
Okta Verify - FastPass . ‘ ‘ x | ®®@® stong Phishing-resistant.
b @ why? Device bound,
& Require user interaction AAL2-compatible,
® Require PIN or biometric user verification 2FA
+ Add an authentication method to this chain
OR
First authentication method
Password Nt ‘
Second authentication method
‘ Okta Verify - Push v | l Security strength  Characteristics
[ + Add an authentication method to this chain ] 902 Maderata AALZ:compatible,
© why? 2FA

Authenticator Sequencing
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https://help.okta.com/wf/en-us/content/topics/workflows/execute/execution-history-view.htm#:~:text=History%20Inspector,-Early%20Access%20release&text=The%20History%20Inspector%20view%20provides,or%20overall%20flow%20execution%20speed.
https://help.okta.com/wf/en-us/content/topics/workflows/execute/log-streaming.htm
https://help.okta.com/oie/en-us/content/topics/identity-engine/policies/oamp.htm
https://help.okta.com/oie/en-us/content/topics/identity-engine/policies/authentication-method-chain.htm
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