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Release Overview
 for Early Access & General Availability in Q3 (July - September 2024)
 

 

Workforce Identity Cloud 
Customer Identity Cloud, powered by Auth0

These materials and any recommendations within are not legal, privacy, security, compliance, or business advice. These materials are intended for general informational purposes only and 
may not reflect the most current security, privacy, and legal developments nor all relevant issues. You are responsible for obtaining legal, security, privacy, compliance, or business advice 
from your own lawyer or other professional advisor and should not rely on the recommendations herein. Okta is not liable to you for any loss or damages that may result from your 
implementation of any recommendations in these materials. Okta makes no representations, warranties, or other assurances regarding the content of these materials.  Information 
regarding Okta’s contractual assurances to its customers can be found at okta.com/agreements. 

http://okta.com/agreements
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 This presentation contains "forward-looking statements" within the 
meaning of the "safe harbor" provisions of the Private Securities 
Litigation Reform Act of 1995, including but not limited to, statements 
regarding our financial outlook, business strategy and plans, market 
trends and market size, opportunities and positioning. These 
forward-looking statements are based on current expectations, 
estimates, forecasts and projections. Words such as "expect," 
"anticipate," "should," "believe," "hope," "target," "project," "goals," 
"estimate," "potential," "predict," "may," "will," "might," "could," "intend," 
"shall" and variations of these terms and similar expressions are 
intended to identify these forward-looking statements, although not 
all forward-looking statements contain these identifying words. 
Forward-looking statements are subject to a number of risks and 
uncertainties, many of which involve factors or circumstances that are 
beyond our control. For example, global economic conditions have in 
the past and could in the future reduce demand for our products; we 
and our third-party service providers have in the past and could in 
the future experience cybersecurity incidents; we may be unable to 
manage or sustain the level of growth that our business has 
experienced in prior periods; our financial resources may not be 
sufficient to maintain or improve our competitive position; we may be 
unable to attract new customers, or retain or sell additional products 
to existing customers;
 
 
 

customer growth has slowed in recent periods and could continue to 
decelerate in the future; we could experience interruptions or 
performance problems associated with our technology, including a 
service outage; we and our third-party service providers have failed, 
or were perceived as having failed, to fully comply with various privacy 
and security provisions to which we are subject, and similar incidents 
could occur in the future; we may not achieve expected synergies and 
efficiencies of operations from recent acquisitions or business 
combinations, and we may not be able to successfully integrate the 
companies we acquire; and we may not be able to pay off our 
convertible senior notes when due. Further information on potential 
factors that could affect our financial results is included in our most 
recent Quarterly Report on Form 10-Q and our other filings with the 
Securities and Exchange Commission. The forward-looking 
statements included in this presentation represent our views only as 
of the date of this presentation and we assume no obligation and do 
not intend to update these forward-looking statements.

Any products, features, functionalities, certifications, authorizations, or 
attestations referenced in this presentation that are not currently 
generally available or have not yet been obtained or are not currently 
maintained may not be delivered or obtained on time or at all. Product 
roadmaps do not represent a commitment, obligation or promise to 
deliver any product, feature, functionality, certification or attestation 
and you should not rely on them to make your purchase decisions.

Safe harbor
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Welcome to the Okta 
Workforce & Customer Identity Cloud 
Release Overview
Q3 2024

Welcome back to Okta’s Quarterly Release Overview. This year has already brought lots of exciting 
updates, and we cannot wait to share with you all the innovation we’ve released in Q3.

Learn how the Workforce Identity Cloud is investing to protect our customers with stronger security 
controls to access privileged resources, devices, protect sensitive actions, and enhanced dynamic 
network zones. And a customer favorite - Okta Workflows - is post-audit for FedRAMP High with 
Authorization expected in Q4. 

For Customer Identity Cloud, discover Forms and updates around our Free, Professional, and Essential 
plans. 
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Navigating the overview

● Okta Workforce Identity Cloud overview

● Spotlights

● Release overviews

● Developer resources

● Connect with the Okta team and learn 
more 

● Okta Customer Identity Cloud overview

● Spotlights

● Release overviews

● Developer resources

● Connect with the Okta team and learn 
more

The Release Overview has two main sections with the following contents:

Slide 5 Slide 27
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Workforce 
Identity Cloud 

Spotlights

All releases

Access Management

Developer resources

Identity Governance

Platform Services

Privileged Access

The Okta Workforce Identity Cloud enables customers to raise 
the bar on Identity security, unlock business growth with 
automation, and modernize IT to reduce operational expenses 
and drive business efficiency.

This quarter’s releases double-down on our commitment to 
help customers strengthen their security posture and 
governance controls across devices, users, and privileged 
resources. 

Interoperability Profile for Secure Identity         
in the Enterprise

Identity Management

Okta Personal

Workflows Post-Audit for FedRAMP High, 
Authorization expected in Q4

Secure Identity Assessment 

Workforce Identity Cloud

Workforce and Customer Identity Clouds
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Okta Workforce Identity Cloud
A unified solution for everyone and every Identity need
Employees  |  Contractors  |  Business Partners

Employees  |  Contractors  |  Business Partners
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POSTURE ENFORCEMENT + OBSERVABILITY (Identity Security Posture Management)

OKTA INTEGRATION NETWORK | Connect everything

Access Management
Any resource. Any device. Anywhere.
One secure passwordless experience.

Identity Governance
The right level of access, from a user’s

first day to their last.

Privileged Access
Least privilege for everything. No matter who 

they are, or what device they use.

PLATFORM | 99.99% Uptime

Directories
Connect in and manage all

of your people

Insights + Reporting
All the data

Extensibility
Pro code or no code tools 
across Okta APIs + SDKs

Risk Signals
Connect in signals across

your stack
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What is it? Why this matters How to get it

Okta’s modern, Identity-centric automation tools 
offer Federal teams low- and no-code options for 
building and managing complex functions, 
maintaining compliance standards, and improving 
experience management.

● Centralized Identity-Led Experiences: Okta 
centralizes workstreams around the user, 
helping agencies to develop personalized and 
protected experiences for everyone, be they a 
public servant, contractor, member of the 
public, or partner of an extended ecosystem 
– all within one centralized platform. 

● Deep, Flexible Partnerships: Okta has 
ready-to-integrate integrations as pre-built 
connectors in Workflows, as well as the ability 
to connect to any API – making Okta the 
leading partner in consolidating and 
protecting those and that which is connected 
to your agency.

● Automation at Scale: Agencies must develop 
their tech stack with and for their users to 
ensure it solves actual problems and at scale. 
Okta’s Identity automation boosts agencies’ 
ability to act strategically. 

Workflows is Okta’s no-code automation and 
orchestration platform that helps customers 
cut costs and speed up development time by 
replacing custom code and scripts with 
Identity automation. With simple “if this then 
that” logic, templates, pre-built connectors, 
and the connector builder, almost any identity 
process can be automated.  

Customer Challenge: 
The rapid digitization of public services over 
the past decade has produced complicated 
tech stacks whose benefits are outweighed by 
the inconvenience they build into essential 
functions, and government services are looking 
for ways to modernize and catch up to core 
efficiency and productivity standards — 
including the adoption of tools that allow 
secure and easy access to essential resources.

Workflows can be purchased through the 
Platform SKU. in a range of plans from Light (50 
flows) to Unlimited. 

Spotlight: Workflows is Post-Audit for FedRAMP High
Authorization expected in Q4. Available to FedRAMP High and eligible FedRAMP Moderate customers.

Available in: Workflows Platform SKU

Post-Audit

https://www.okta.com/pricing/#wf-workflow
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Available: 
Workforce and Customer 

Identity CloudsSpotlight: Secure Identity Assessment
Professional services offering to help customers mitigate their technical debt.

What is it? Why this matters How to get it

Okta’s new professional services offering will 
help customers remain secure-by-default, with 
end-to-end expert support during the following 
phases:

● Diagnose: Okta helps customers track 
progress on their security maturity with 
tools like the IMM or security checklist, 
to establish a roadmap to stay secure.

● Tailor: Customers receive expert advice 
with Okta Expert Assist, helping get set 
up, achieve certifications to implement 
Okta, and work towards best practices 
on an ongoing basis.

● Fix: Okta can pinpoint security gaps (e.g. 
orphaned accounts, shadow IT, admin 
sprawl) and customers can use tools like 
OIG or FGA to address immediate risks 
and work towards ongoing adherence.

Secure Identity Assessment (SIA) is Okta’s 
end-to-end approach to reduce our 
customers’ technical debt. In helping track 
security maturity progress, providing expert 
guidance for security best practices, and 
identifying vulnerabilities like admin sprawl, SIA 
helps close security gaps and build a stronger 
security foundation.

Customer Challenge: 
Organizations often face tough decisions when 
prioritizing security resources. Companies will 
often stretch the value of existing systems 
instead of modernizing them. This creates 
technical debt in security, particularly identity 
debt: orphaned accounts, shadow IT, ghost 
accounts, and misconfigured identities. These 
issues cause vulnerabilities, making identity 
management more difficult over time.

Secure Identity Assessment is an end-to-end 
offering from Okta’s professional services team.

The assessment ties into Okta's Secure Identity 
Commitment (OSIC), and specifically the pillar 
around championing best practices.

There are three tiers for the assessment:

● Premier: Kick off with an Expert 
Assist-driven roadmap and in-depth 
discovery sessions.

● Advanced: Engage with Okta’s team for 
partner-assisted discovery and targeted 
identity debt reduction suggestions.

● Essential: Start with the identity checklist 
and work through partner-led sessions or 
self-guided remediation with support.

Each offers prescriptive instructor-led training 
(ILT) alongside certificate pathing.

https://www.okta.com/services/professional-services/#contact
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What is it? Why this matters How to get it

By standardizing identity security, organizations 
can maintain a uniform level of protection 
across all their SaaS tools, reducing weak points 
and simplifying security management.

With clear guidelines, SaaS developers can more 
easily implement robust security features, while 
users benefit from a more secure and 
user-friendly experience across different 
applications.

Organizations can select the best-fit SaaS 
solutions without compromising on security, as 
the standard helps ensure compatibility and 
consistent security practices across different 
identity providers.

A standardized approach makes it easier for 
organizations to meet regulatory requirements 
and streamlines the process of integrating new 
SaaS tools into existing security frameworks.

The Interoperability Profile for Secure Identity in the 
Enterprise [IPSIE] is an in-progress open industry 
standard that provides a framework for enterprises 
to enhance the end-to-end security of their 
products. It encompasses key aspects of identity 
security, including centralized authentication (SSO), 
automated user lifecycle management, privileged 
access control, security information sharing, and 
rapid session termination in response to threats, 
leveraging protocols like OIDC, SCIM, and CAEP/SSF 
to enable these capabilities across enterprise 
applications.

Customer Challenge: 

Enterprises face fragmented identity security 
implementations, making it difficult to ensure 
consistent security and efficient integration 
across various SaaS applications. This 
fragmentation leads to increased vulnerability, 
complex management, and potential gaps in 
security coverage.

Stay informed about Okta's ongoing efforts in 
developing these open standards:

Follow Okta's communications and participate 
in webinars or conferences where these 
standards are discussed and developed.

Spotlight: Interoperability Profile for Secure 
Identity in the Enterprise

Announcement: 
Workforce and Customer 

Identity Clouds
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The Workforce Identity Cloud (WIC) is a unified identity security solution that brings together and enables 
discovery and remediation of identity posture risks, implementation and enforcement of strong 
authentication and governance policies, and identity threat detection and response across all users, all 
resources, and all devices. 

Learn more about our new WIC capabilities released in Q3 2024.

Workforce Identity 
Cloud Releases

Easily identify the platform each release is available in:

Okta Identity Engine (OIE)Classic
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Workforce Identity Cloud

C
lassic

O
IE

Control SAML App Session Duration
Available in: MFA/SSO

Enhance application security by restricting the lifespan of authentication tokens.
Learn more

O
IE

Desktop Passwordless Login for Windows
Available in: Okta Device Access

Enable a passwordless experience at Windows login by allowing end users to securely sign in to their 
Windows workstations using only Okta Verify push notifications with biometrics.

Learn more

O
IE

Device Assurance Dynamic OS Version Policy Option
Available in: ASSO/AMFA

Require devices to have the latest OS updates through a more flexible, low-touch policy configuration that 
dynamically gates access based on minimum OS versions.

Learn more

Enforce an Allowlisted Network Zone for 
Use of Static (SWSS) API Tokens

C
lassic

O
IE

Enforce an Allowlisted Network Zone for Use of Static (SWSS) API Tokens
Available in: All SKUs
Enhances the security of Okta API tokens by preventing attackers from stealing and using SSWS tokens 
outside the specified IP range to gain unauthorized access.

Learn more

Access Management
General Availability

https://developer.okta.com/docs/reference/api/apps/#add-custom-saml-application
https://www.okta.com/blog/2024/04/extend-your-passwordless-journey-to-device-login/
https://www.okta.com/blog/2024/09/okta-advances-device-context-features-for-zero-trust-security/
https://support.okta.com/help/s/article/Can-I-Restrict-Which-IP-AddressDevice-is-Allowed-to-Use-an-API-Token?language=en_US
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O
IE

Access Management
General Availability

Workforce Identity Cloud

C
lassic

O
IE

Enhanced Dynamic Network Zones - AMFA SKU functionality
Available in: AMFA, FedRAMP Moderate/High/DOD IL4 Available

Enhance security with granular control within dynamic zones, enabling organizations to block access based 
on service categories, locations, and ASNs. Achieve greater control over network resources, and stay 
resilient against unauthorized access and evolving threats. 

Enhanced Dynamic Network Zones - Base SKU functionality
Available in: AMFA

Protect first-party assets like the Admin Console, App Dashboard, and User Registration page with a 
default, non-editable dynamic zone that blocks all anonymizers when you enable this feature.

.

Learn more

Learn more

Enhanced Dynamic Network Zone

O
IE

Identity Threat Protection with Okta AI
Available in: Identity Threat Protection

Continuously detect and configure automated responses to Identity threats, including credential theft and 
session hijacking, both during and post-authentication by using machine learning, first-party signals from 
Okta, and third party signals from security event providers in your security stack. Learn more

C
lassic

O
IE

MFA for Protected Actions in the Okta Admin Console
Available in: All SKUs

Limit the risk of malicious access and unauthorized high-impact actions from stolen sessions or 
compromised devices of users with administrative permissions by enabling a new feature that requires 
MFA for any Okta admin type looking to execute on a list of protected actions within the Okta Admin 
Console.

https://help.okta.com/oie/en-us/content/topics/security/network/about-enhanced-dynamic-zones.htm
https://help.okta.com/oie/en-us/content/topics/security/network/about-enhanced-dynamic-zones.htm
https://www.okta.com/products/identity-threat-protection/
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C
lassic

O
IE

Workforce Identity Cloud

C
lassic

O
IE

MFA to the Okta Admin Console
Available in: All SKUs

Protect access to Okta by privileged administrator accounts and reduce the risk of unauthorized access by 
enforcing MFA to the Okta Admin Console.

MFA for Protected Actions in the Okta 
Admin Console

Learn more

Okta Verify Troubleshooter
Available in: All SKUs

Empower users to troubleshoot push notification and FastPass issues within the mobile Okta Verify app.
Learn more

1
An Okta Admin wants to 

reset a password (a 
protected action) for a 

Super Admin

2
The Okta Admin is 

prompted to provide an 
additional factor for 

step-up authentication

3
After a successful 

authentication, the Okta 
Admin can complete the 

action (e.g. password reset)

Access Management
General Availability

O
IE

Trusted App Filters for FastPass
Available in: AMFA/ASSO

Enhance security against malicious or unauthorized software by configuring app sign-in policies to require 
that only trusted apps may invoke FastPass.

Learn more

https://help.okta.com/en-us/content/topics/security/healthinsight/mfa-admin-console.htm
https://help.okta.com/eu/en-us/content/topics/end-user/ov-user-trbl.htm
https://help.okta.com/oie/en-us/content/topics/identity-engine/authenticators/trusted-app-filters-for-fastpass.htm
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Workforce Identity Cloud

O
IE

O
IE

O
IE

Authenticator Sequencing
Available in: AMFA, FedRAMP Moderate/High/DOD IL4 Available

Bolster application security and mitigate the risk of account compromise by specifying the sequence of 
authenticator methods a user must complete before accessing an app.

Authenticator Enrollment + Recovery with ASoP
Available in: All SKUs

Enhance protection against social engineering attacks with granular control over enrollment and recovery 
auth flows.

Desktop MFA Recovery for macOS
Available in: Okta Device Access

Decrease productivity disruption by securely enabling admins to provide end users with time-limited 
recovery codes to login to their devices in the event of a lost phone, security key, etc.

Learn more

Learn more

Learn more

Access Management
Early Access

Device Assurance Grace Period for Policy 
Compliance

O
IE

Device Assurance Grace Period for Policy Compliance
Available in: ASSO/AMFA, FedRAMP Moderate/High/DOD IL4 Available

Provide end users with access to essential resources during configurable timeframes to empower them to 
self-remediate any device compliance issues before being locked out.

Learn more

https://help.okta.com/oie/en-us/content/topics/identity-engine/policies/authentication-method-chain.htm
https://help.okta.com/oie/en-us/content/topics/oda/macos-mfa/desktop-mfa-recovery-macos.htm
https://help.okta.com/oie/en-us/content/topics/identity-engine/policies/oamp.htm
https://www.okta.com/blog/2024/09/okta-advances-device-context-features-for-zero-trust-security/
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Workforce Identity Cloud

O
IE

O
IE

Granular Admin Permissions to Access Identity Providers
Available in: Okta Identity Engine

Assign specific IdPs to other admins through granular admin permissions when creating custom admin 
roles,. ensuring only authorized users are provided access to the configuration of IdPs.

Just-in-Time Local Account Creation for macOS
Available in: Okta Device Access

Enable users to create local macOS accounts with standard or administrator privileges to facilitate 
low-touch account management, especially for shared devices.

Learn more

Access Management
Early Access

Smart Card Just in Time Provisioning
Available in: All SKUs, FedRAMP Moderate/High/DOD IL4 Available

Enable federal employees to seamlessly access systems and resources with their PIV/CAC card across 
agencies, without requiring custom code.

Learn more

O
IE

O
IE

Yubico FIDO Pre-reg
Available in: AMFA/ MFA

Help protect your organization and offer users a quick, user-friendly way to secure their accounts with 
Yubico FIDO Pre-reg.

Learn more

Yubico FIDO Pre-reg

https://help.okta.com/oie/en-us/content/topics/security/custom-admin-role/about-role-permissions.htm
https://help.okta.com/oie/en-us/content/topics/security/idp-enable-smart-card.htm
https://help.okta.com/oie/en-us/content/topics/identity-engine/authenticators/onboard-with-preenrolled-yubikey.htm
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Workforce Identity Cloud

Access Management
Early Access

Universal Logout Support for Custom SAML 
and OIDC apps

O
IE

Learn more

Universal Logout Support for Custom SAML and OIDC apps
Available in Identity Threat Protection

Organizations with internal applications that are assigned to their users can now leverage Universal Logout. 
This is currently available with ITP SKU.

http://okta.com
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Identity Management
General Availability

Workforce Identity Cloud

C
lassic

O
IE

Auto-Update for LDAP Agents
Available in: Universal Directory

Schedule and automate AD agent updates to ensure you're leveraging the most secure and latest LDAP 
Agent capabilities.

Learn more

C
lassic

O
IE

MS Graph based domain federation for O365
Available in: SSO + LCM

Streamline the set up of automatic domain federation with the OAuth-based consent flow. 

Learn more

C
lassic

O
IE

Secure Communication and Deployment for AD Agent
Available in: Universal Directory

Secure AD agent deployment with a device registration flow that isolates the agent from admin accounts. 

Secure Communication and Deployment 
for AD Agent

https://help.okta.com/en-us/content/topics/directory/ldap/agent-auto-update-ldap.htm
https://support.okta.com/help/s/article/update-office-365-app-instance-to-support-microsoft-graph?language=en_US
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Workforce Identity Cloud

O
IE

Certificate Based Authentication with Office 365
Available in: Universal Directory

Enable Windows device logon using smart card certificates with certificate based authentication support 
for Azure AD/Office 365. 

O
IE

Step-up Authentication for Microsoft O365 Apps
Available in: SSO

Strengthen sign on policies within Okta when Entra ID policies require step up authentication.

Learn more

Identity Management
Early Access

Step-up Authentication for Microsoft O365 
Apps

http://okta.com
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Workforce Identity Cloud

C
lassic

O
IE

C
lassic

O
IE

Bidirectional Group Management with Active Directory
Available in: Okta Identity Governance

Streamline administration of memberships to AD-sourced group through Okta Identity Governance with 
bidirectional syncing. 

Configurable reviewer context
Available in: Okta Identity Governance

Choose and provide the right context to provide access certification reviewers, including application usage, 
group membership, and application assignment date to give reviewers the right context to inform access 
decisions quickly and effectively. Learn more

Learn more

Bidirectional Group Management with 
Active Directory

Active Directory

Add or Remove user 
from group

Okta Identity Governance

Access 
Request

Governance 
Decision 

Submitted

Access 
Certification

Identity Governance
General Availability

C
lassic

O
IE

Just-In-Time User Provisioning for Okta Access Requests
Available in: Okta Identity Governance

JIT user provisioning allows customers to automatically assign the Okta Access Requests app to users who 
are associated with a request or task, avoiding the need to provision to all users while limiting friction to 
approve or review requests.

C
lassic

O
IE

OIN Apps for Entitlement Management - Cisco Webex, Coupa, Dropbox, ServiceNow, 
etc. 
Available in: Okta Identity Governance

Discover, import, store, and manage entitlements within Okta via bundles, policies, and rules with 
out-of-the-box integrations for 6 new OIN apps: Cisco Webex, ServiceNow, Dropbox, DocuSign, Coupa, and 
SmartRecruiters. Learn more

https://support.okta.com/help/s/article/customizable-reviewer-context-for-access-certification-campaigns?language=en_US
https://help.okta.com/en-us/content/topics/directory/ad-bidirectional-group-management.htm
https://help.okta.com/en-us/content/topics/identity-governance/em/app-connectors-with-entitlements.htm
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Workforce Identity Cloud

C
lassic

O
IE

One-click Governance Enablement for Provisioning Enabled Applications 
Available in: Oka Identity Governance

Automate Entitlements Management setup for existing app instances when opting into Governance Engine, 
migrating existing user entitlements into Governance Engine with safeguards to protect provisioning flows.

C
lassic

O
IE

Custom Entitlements Integrations for On-Prem Apps
 Available in: Okta Identity Governance

Enable OIG/entitlements integrations for custom on-prem applications using Okta’s SCIM APIs and Okta’s 
latest on-prem provisioning agent

One-click Governance Enablement for 
Provisioning Enabled Applications 

Early Access
Identity Governance
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Workforce Identity Cloud

C
lassic

O
IE

Sudo Support
Available in: Okta Privileged Access

Centrally manage Sudo on Linux servers in order to increase security, enforce least privilege principles, and 
avoid over-permissioned scenarios.. Learn more

C
lassic

O
IE

Workflows Connector for Okta Privileged Access
Available in: Okta Privileged Access

Simplify and automate common management tasks in Okta Privileged Access with a set of pre-built action 
cards.

Learn more

Workflows Connector for Okta Privileged 
Access

Privileged Access
General Availability

https://help.okta.com/oie/en-us/content/topics/privileged-access/pam-sudo-commands.htm
https://help.okta.com/wf/en-us/content/topics/workflows/connector-reference/oktaprivilegedaccess/oktaprivilegedaccess.htm
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Platform Services
General Availability

Workforce Identity Cloud

Learn more

C
lassic

O
IE

C
lassic

O
IE

C
lassic

O
IE

Connector Enhancements
Available in: Workflows

Enhancements for our most popular connectors to manage roles, create tasks, and trigger workflows with 
Okta events, ServiceNow tasks, Google Workspace roles and more.

Platform Localization
Available in: All SKUs

Provides localized core admin experiences including administration, the OIN catalog, and help 
documentation, starting with Japanese, so administrators can choose to manage their Okta tenant using 
their language of choice.

Rollback of Okta Integration Network (OIN) Apps
Available in: All SKUs

Minimize downtime for OIN Apps in the event an error is identified. Rollback can be initiated and carried out 
to help apps bounce back.

Rollback of Okta Integration Network (OIN) 
Apps

Learn more

Learn more

C
lassic

O
IE

Seamless System for Cross-domain Identity Management (SCIM) ISV Experience with 
Manual Testing
Available in: All SKUs

Reduce time to: 1) Submit SCIM OIN integration due to manual testing and validation of integration 
metadata during submission process. 2) Publish integrations due to reduction in OIN Operations 
responsibilities to manually add metadata.

Learn more

Alert Trigger 
Rollback

Rollback 
Config

https://drive.google.com/file/d/1Wt4MjhWJaprC3wGxxxo-OnA13j3hEmoL/view
https://help.okta.com/wf/en-us/content/topics/workflows/connector-reference/connector-reference.htm
http://okta.com
http://okta.com


© Okta and/or its affiliates. All rights reserved.

Workforce Identity Cloud

C
lassic

O
IE

C
lassic

O
IE

Execution History Inspector
Available in: Workflows

Equips Admins with a single view of recent execution history per workflow within the Workflows UI so they 
can best triage errors and view success. Track metadata for every flow, or just for specific high-risk or 
high-impact flows.

Execution Log Streaming
Available in: Workflows

Provides visibility into Workflow execution performance, helping customers troubleshoot errors and better 
understand flow execution metrics. Execution History Inspector

Learn more

Learn more

Platform Services
Early Access

https://help.okta.com/wf/en-us/content/topics/workflows/execute/execution-history-view.htm#:~:text=History%20Inspector,-Early%20Access%20release&text=The%20History%20Inspector%20view%20provides,or%20overall%20flow%20execution%20speed.
https://help.okta.com/wf/en-us/content/topics/workflows/execute/log-streaming.htm
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C
lassic

O
IE

C
lassic

O
IE

Okta Personal for Workforce
Available in: All SKUs

A set of features that integrate Okta Personal (consumer password manager) to Okta’s workforce offering - 
GA in Production in early October.

● End-user interface updates to separate personal data from enterprise environment
● App migration of personal apps from work to personal account
● Account switcher in dashboard and plugin
● Domain blocking settings (for admins)

Okta Personal
General Availability

Okta Personal for Workforce: GA Update
Available in: All SKUs

Starting In October 2024, eligible Okta Workforce organizations will start to see Okta Personal entry points 
in their end users’ Workforce dashboard and plugin experiences. See if your organization is eligible and how 
to change your preferences.

Workforce Identity Cloud

Okta Personal for Workforce: GA Update

Learn more

Learn more

https://www.okta.com/products/okta-personal/workforce/
https://support.oktapersonal.com/article/70-op4w-ga
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Developer Resources 
Workforce Identity Cloud Resources

Okta Architecture Center: Click here

Enterprise Readiness workshops: Click here

Developer blog: Click here

Languages and SDKs: Click here

Getting Started guides: Click here 

Release Notes: Click here 

Okta Developer Community forum: Click here 

Okta Community Toolkit - App Showcase: Click here 

OktaDev YouTube channel: Click here 

Build, integrate, and ship Identity and Access 
Management experiences that your users will 
enjoy. Get the latest release updates, curated 
guides, and community feedback on your builds.

https://help.okta.com/en/programs/arch/content/topics/arch/architecture-center.htm
https://regionalevents.okta.com/enterprisereadyworkshops
https://developer.okta.com/blog/
https://developer.okta.com/code/
https://developer.okta.com/docs/guides/
https://developer.okta.com/docs/release-notes/
https://devforum.okta.com/
https://toolkit.okta.com/apps/
https://www.youtube.com/c/oktadev
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Connect with the Okta team 
and learn more

Best of Oktane 
Webinar

Sign up here

Resources

Release 
Website

View here

Contact sales here

Release 
Notes
Read here

WIC Release 
Highlights

View here

https://pages.okta.com/2024-11-WBN-Best-of-Oktane_LP.html
https://www.okta.com/products/release-overview/
https://www.okta.com/contact-sales/
https://help.okta.com/oie/en-us/content/topics/releasenotes/production-oie.htm
https://www.okta.com/products/release-overview/
https://help.okta.com/oie/en-us/content/topics/releasenotes/production-oie.htm
https://www.youtube.com/playlist?list=PLIid085fSVdu0J671gnYi5hVu_5LIzt-O
https://www.youtube.com/playlist?list=PLIid085fSVdu0J671gnYi5hVu_5LIzt-O
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Customer 
Identity Cloud 
Okta Customer Identity Cloud, powered by Auth0, 
enables secure and seamless digital experiences 
that businesses and customers expect.

This quarter's releases empower app builders 
with:

● Powerful extensibility capabilities for more 
customization

● Brand new options for free and self-service 
plans to help you get started and scale with 
a single identity platform

● Security enhancements that give teams the 
power to protect customers before, at, and 
after the login box

Spotlights

All features

Forms

Authentication

Developer resources

Platform

Security

Authentication — SaaS Apps

Authorization

Auth0 plans just got an upgrade

Auth for GenAI
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Okta Customer Identity Cloud
Consumer Apps  |  SaaS Apps  |  Developers

PLATFORM | 99.99% Uptime

Actions Deployment Options SDKs, APIs, Quickstarts Marketplace

Authentication
Single Sign-On

Adaptive Multi-Factor Authentication
Universal Login
Passwordless

Authorization
Fine Grained Authorization

Security
Bot Detection & Prevention

Security Center
Breached Password Detection

Brute Force Protection
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Spotlight: Forms
General Availability

Unlock new JTO (journey-time orchestration) capabilities
Available in: Advanced Extensibility SKU

What is it? Why this matters How to get it

Extensibility is key for every customer today, 
helping deliver frictionless end-user 
experiences and boost revenue. There are 
various use cases and customizations that 
require extending an Identity solution to deliver 
business outcomes.

● Accelerate time to market: Easily build 
and edit forms with a no-code visual 
editor.

● Build frictionless customer 
experiences: Simplify adding custom 
policies and terms to signup and login 
flows.

● Improve form conversion rates: Collect 
and activate relevant customer data and 
enrich customer profiles over time with 
progressive profiling.

Forms is a feature of Okta Customer Identity 
Cloud’s extensibility offerings that provides 
developers and UX teams with a no-code 
visual editor to easily and quickly build forms 
to customize the login and sign up experience. 

Customer Challenge: 
Frictionless sign-up and login experiences are 
crucial for winning over customers and staying 
competitive. Businesses today need tools that 
not only enable operations to be efficient and 
secure, but also help drive customer retention 
and growth, adapt to unique security needs, 
and unify and activate data across multiple 
apps and systems.

Okta offers Actions, Auth0 Marketplace, and 
now Forms, enabling you to customize 
according to your needs and leverage the full 
spectrum of solutions with pro- or no-code. 

While Forms is included in every CIC plan, the 
new Advanced Extensibility SKU unlocks an 
unlimited* number Actions + Forms.

Read the blog

*Subject to system limitations

https://auth0.com/pricing
https://www.okta.com/blog/2024/09/okta-forms-now-generally-available/
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Spotlight: Auth0 plans just got an upgrade
Auth0 Free, Professional and Essential Plans are new and improved

Available in: Free and Self-Serve Plans

General Availability

What is it? Why this matters How to get it

● New Free Plans include: 
○ 25,000 MAUs so you can scale.
○ Unlimited* Okta Connections & 

Unlimited* Social Connections so 
users can easily access your app. 

○ A custom domain so you can fully 
brand your authentication.

● New Paid Plans include:
○ 10 Organizations on B2C Plans and 

Unlimited* on B2B Plans so you 
can better manage your 
customers and partners.

○ Increased MFA offerings so you can 
mitigate the growing threat of AI-based 
attacks.

○ The ability to get up to 15 Enterprise 
Connections in B2B Pro via add-ons so 
you get more seamless integration across 
apps.

We’re excited to announce that we’re 
expanding our Auth0 free and self-serve 
pricing plans.

We heard your feedback, and we’ve made it 
easier to build, deploy, and scale your app no 
matter what your authentication needs are. 

Customer Challenge: 
Our new free and self-serve plans tackle key 
customer challenges by simplifying complex 
identity management and enhancing security 
without significant costs. These plans offer 
scalable solutions that grow with your 
business, allowing you to focus on core 
development while ensuring robust, 
cost-effective authentication and 
authorization.

We hope that these changes make it easier to 
build, deploy, and scale your app at your pace 
with the tools you need. Get started with Auth0 
free today. If you’re an early-stage company, 
check if you’re eligible for our Auth0 for 
Startups program. We are also proud to offer 
preferential pricing for nonprofits—making the 
leading Identity service even more accessible.

* subject to system limitations

https://auth0.com/docs/customize/custom-domains
https://auth0.com/docs/manage-users/organizations
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What is it? Why this matters How to get it

● Call APIs on user's behalf - As GenAI apps 
(e.g. chatbots) integrate user products to 
provide delightful experiences, calling APIs on 
behalf of users will become a commonplace 
need. You need to do this securely to 
prevent vulnerabilities that can be caused by 
hallucinating LLMs and admin like agent 
credentials.

● Async User Confirmation - As AI agents go 
mainstream, async agents (or agent running 
in the background) to perform processing or 
wait for conditions will become 
commonplace. Those agents will need to 
authenticate users on-demand, to avoid 
keeping user credentials around indefinitely.

● Authorization for RAG - GenAI apps use 
RAG to minimize hallucinations. Feeding 
documents/content the user has no access 
to can lead to security violations

● Chat sharing - As GenAI apps make 
chatbots prevalent, sharing chat sessions 
with co-workers/friends will be common and 
help with organic product growth.

Customer Challenge: 

GenAI apps can introduce vulnerabilities 
because their behavior is non-deterministic. 
They also rely on UX patterns that are 
different than those of web/mobile apps. 
Auth for GenAI allows implementing those 
patterns easy, while helping protect from 
vulnerabilities. 

Interested? Join our waitlist here to be the first 
to find out when features become available.

Spotlight: Auth for GenAI
Build AI into your apps securely

Announcement

Auth for GenAI makes it easier for you to build 
your GenAI applications securely. 

It is a series of features that allows you to 
confirm that your AI agents have the right and 
least privileged access to sensitive information, 
can call APIs securely on behalf of users to 
integrate with other apps, and can securely 
implement on-demand user authentication 
when background/async AI agents need user 
confirmation for actions.
 

http://auth0.ai/
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Okta Customer Identity Cloud (CIC) is dedicated to ensuring that security comes first when it comes to 
providing seamless digital experiences. CIC enables organizations to take advantage of technologies that 
accelerate growth and provides tools to help teams successfully navigate the ever-evolving security 
landscape, while seamlessly protecting customer and business data.

Learn more about our new CIC capabilities released in Q3 2024.

Customer Identity 
Cloud Releases



© Okta and/or its affiliates. All rights reserved.

Authentication
General Availability

Customer Identity Cloud

New Localization Languages for Universal Login
Feature of: Universal Login / Available in: All plans

We’ve added 27 new languages to Universal Login’s extensive list of localization options. This means 
customers can now localize authentication journeys with out of the box translations for 78 different 
languages!

Native Login for Passkeys
Feature of: Core Platform / Available in: All plans

Customers will be able to add passkey enrollment and authentication capabilities to native applications 
without requiring the use of a Webview. 

Customized Sign-Up and Login
Feature of: Core Platform / Available in: All plans

Universal Login now enables customers to add fields and text to the signup and login prompts to collect 
additional information and store that information in the user profile. Customers can now require that 
custom fields to be completed (checked, filled-out, etc.) before continuing with the authn process.

JWT Access Tokens Profiles
Feature of: Core Platform / Available in: All plans

Opt-in to use RFC 9068 or Auth0 JWT profile for access tokens depending on the API. Increase 
compatibility across API gateways and simplify onboarding on to Auth0 from other Identity solutions.

Customized Sign-up and Login

Learn more

Learn more

Learn more

Learn more

Custom 
Elements

Pre-User 
Registration 

Trigger

Saving to 
User Meta 

Data

https://auth0.com/docs/customize/internationalization-and-localization/universal-login-internationalization
https://auth0.com/docs/authenticate/database-connections/passkeys
https://auth0.com/docs/secure/tokens/access-tokens/access-token-profiles
https://auth0.com/docs/authenticate/login/auth0-universal-login
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Customer Identity Cloud

Flexible Identifiers
Feature of: Core Platform / Available in: All plans

Flexible identifiers enable the use of any combination of phone number, email, or username as an identifier 
at sign-up and sign-in. 

Flexible Identifiers

Learn more

WCAG 2.2 AA
Feature of: Core Platform / Available in: All plans

Web Content Accessibility Guidelines (WCAG) version 2.2 AA for Universal Login. Includes several 
accessibility improvements to Universal Login as part of our efforts to reach WCAG 2.2 AA guideline 
conformance. Learn more

Authentication
General Availability

https://auth0.com/docs/authenticate/database-connections/activate-and-configure-attributes-for-flexible-identifiers
https://support.auth0.com/notifications/66106b9351d014c651b1fa45?_gl=1*av6g9y*_gcl_aw*R0NMLjE3MjQwNzAyNjguQ2owS0NRancyb3UyQmhDQ0FSSXNBTkF3TTJHN0JTODZMX0dUaHVONGQ2b1RwZ3hLY3dySi1GSDVtdExEN29PUG1GUGwxaG93LUFOaWRwVWFBaGpRRUFMd193Y0I.*_gcl_au*MTM4NTE0NDM1Ni4xNzE3NTk3NjQ0*_ga*NzU4MTY0MzQ0LjE3MjE5MzkzNjM.*_ga_QKMSDV5369*MTcyNDA2OTE3Ni4yOC4xLjE3MjQwNzA0MDMuNjAuMC4w


© Okta and/or its affiliates. All rights reserved.

Customer Identity Cloud

Passwordless Support for Custom Prompts
Feature of: Core Platform / Available in: All plans

Enable passwordless features like SMS, Magic Link, and more when using Custom Prompts for the sign-up 
or sign-in flow. 

Email OTP Verification for Sign-up and Password Reset
Feature of: Core Platform / Available in: All plans

Configure a connection using Email OTP or Link. Email OTP for verification helps prevent fake account 
creation and prevent the likelihood of account creation errors. 

Phone Extensibility

Learn more

Learn more

Phone Extensibility
Feature of: Core Platform / Available in: All plans

Customize outbound flexible identifier phone messages and providers.

Learn more

Authentication
Early Access

https://auth0.com/docs/authenticate/passwordless
https://auth0.com/docs/authenticate/passwordless/authentication-methods/email-otp
https://auth0.com/docs/authenticate/database-connections/activate-and-configure-attributes-for-flexible-identifiers
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Authentication — SaaS Apps
General Availability

Customer Identity Cloud

Directory Sync with Inbound SCIM
Feature of: Enterprise Connections / Available in: B2B Essential, B2B Professional, Enterprise, 
Enterprise Premium SKUs

Streamline user management by automating the provisioning and de-provisioning of user access across 
applications. Reduce manual effort, increase security, and enable your organization to scale with ease while 
enabling compliance & authentication.

Inbound SCIM for Enterprise Connections Log Stream Filter
Feature of: Enterprise Connections / Available in: B2B Essential, B2B Professional, Enterprise, 
Enterprise Premium SKUs

A new log stream filter category streams out only SCIM tenant logs when SCIM is enabled on the tenant. 
Through this capability, customers can monitor the full details of all the SCIM requests that Auth0 receives 
and get notified when a user is created, updated, or deleted using SCIM. 

Inbound SCIM

Learn more

Learn more

https://auth0.com/docs/authenticate/protocols/scim
https://auth0.com/docs/customize/log-streams/event-filters
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Self-Service SSO
Feature of: Enterprise Connections / Available in: B2B Professional and Enterprise Plans

Provide your business customers with a hosted workflow to configure Single Sign-on (SSO) access to your 
SaaS application that works with the major identity providers.

Authentication — SaaS Apps
Early Access

Self-Service SSO

Customer Identity Cloud
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Private Cloud Support for AWS
Feature of: Fine Grained Authorization / Available in: Fine Grained Authorization

Enables FGA to be deployed in Private Cloud environments for AWS. 

Authorization
General Availability

Query Consistency Options
Feature of: Fine Grained Authorization / Available in: Fine Grained Authorization

Provides a way for FGA clients to perform authorization queries that have higher consistency requirements

Telemetry in SDKs
Feature of: Fine Grained Authorization / Available in: Fine Grained Authorization

OpenFGA SDKs now emit metrics using the OpenTelemetry standard, allowing customers to monitor RPS, 
error rates, and latency using their observability infrastructure.

Fine Grained Authorization (FGA)

Learn more

Learn more

Customer Identity Cloud

https://docs.fga.dev/okta-fga-private-cloud
https://docs.fga.dev/writing-data/consistency-modes
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Bot Detection Now Upgraded with ASN Reputation Signals
Feature of: Attack Protection / Available in: Attack Protection

Latest upgrade to our fourth-generation Bot Detection, featuring enhanced ASN reputation signals and 
untrusted IP data. By integrating these data sources into our proprietary Bot Detection ML model, we can 
more effectively target scripted attacks that frequently change. 

Security
General Availability

Feature name
Feature of: product / Available in: SKU

Description

Bot Detection: Enhanced sign-up attack detection
Feature of: Attack Protection / Available in: Attack Protection

New ML model is designed to detect attacks that commonly occur at sign-up. 

Security Center

Learn more

Learn more

Customer Identity Cloud

Prioritized Log Streams
Feature of: Core Platform / Available in: All Enterprise Plans

Stream a predefined set of security risk-related log events through a dedicated architecture with higher 
confidence. Customers can stream events to SIEM tools, monitor, and take action on Security events 
without interruption when there is an attack on the customer’s tenant or abnormally high user activity. Learn more

Thresholds in Security Center Dashboard
Feature of: Core Platform / Available in: All Enterprise plans

New Security Center features offer configurable, intelligent baselines and anomaly detection, turning data 
into actionable insights.

Learn more

https://auth0.com/docs/secure/attack-protection/bot-detection
http://okta.com
https://auth0.com/docs/customize/log-streams
https://auth0.com/docs/secure/security-center
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Managing Session and Refresh Tokens in Actions
Available in: All Enterprise Plans

Improved capabilities to manage sessions and refresh_tokens in Actions. These are powerful building 
blocks that can help you dynamically manage access for a wide variety of use cases, for example, you can 
improve your security posture by revoking sessions based on risk assessments.

Security
Early Access

Customer Managed Keys
Feature of: Highly Regulated Identity Available in:  Highly Regulated Identity 
Introducing Early Access for Bring Your Own Key (BYOK) and Control Your Own Key (CYOK) as part of our 
Highly Regulated Identity offerings. BYOK enables you to securely replace your Auth0 root key with a 
custom one, while CYOK allows you to manage its lifecycle directly via the management API. Session Extensibility

Learn more

Learn more

Customer Identity Cloud

https://auth0.com/docs/manage-users/sessions/manage-sessions-actions
https://auth0.com/docs/secure/highly-regulated-identity
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New Private Cloud Region in UAE
Feature of: Private Cloud / Available in: Private Cloud

Adding to our deployment flexibility, we have added a new Private Cloud deployment region for AWS in UAE. 

Platform
General Availability

Forms
Feature of: Actions / Available in: All CIC plans, as well as the Advanced Extensibility SKU for more than 
30 Actions+Forms.

A no-code visual editor that enables developers and UX teams to customize signup and login experiences, 
available as a feature of Okta’s Customer Identity Cloud Actions extensibility platform.

Deployment Flexibility

Learn more

Learn more

Customer Identity Cloud

https://auth0.com/pricing
https://auth0.com/docs/deploy-monitor/deploy-private-cloud/private-cloud-on-aws
https://www.okta.com/customer-identity/actions/
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Guide with Okta AI
Feature of: Core Platform / Available in: All plans

Guide is trained on all Okta Customer Identity Cloud documentation and specifications. It can respond to 
natural language queries in a way that guides builders towards the most efficient solution or workflow. 

Platform
Early Access

Guide with Okta AI

Learn more

Customer Identity Cloud

Compliance: ENS and TISAX
Feature of: Core Platform / Available in: All Plans

Customer Identity Cloud is now ENS (Esquema Nacional de Seguridad) High and TISAX (Trusted 
Information Security Assessment Exchange) certified. ENS establishes robust information security for 
public sector data in Spain, while TISAX establishes stringent security practices for the automotive 
industry. These certifications reflect our dedication to maintaining the highest levels of data protection and 
security.

https://www.okta.com/products/okta-ai/
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From improving customer experience through 
seamless sign-on to making MFA as easy as a click 
of a button — your login box must find the right 
balance between user convenience, privacy and 
security. 

Identity is so much more than just the login box. 
Optimize for user experience and privacy. Use 
social login integrations, lower user friction, 
incorporate rich user profiling, and facilitate more 
transactions. 

Developer 
Resources 
Customer Identity Cloud Resources

Customer Identity Cloud

Auth0 Developer Center: Click here 

Auth0 blog: Click here 

Auth0 Community: Click here 

Languages and SDKs: Click here 

Quickstarts: Click here 

Auth0 APIs: Click here 

Auth0 Developers blog: Click here 

Auth0 Marketplace: Click here

Auth0 Developer Release Guide: Click here

http://auth0.com
https://developer.auth0.com/
https://auth0.com/blog/
https://community.auth0.com/
https://auth0.com/docs/libraries
https://auth0.com/docs/quickstarts
https://auth0.com/docs/api
https://auth0.com/blog/developers/
https://marketplace.auth0.com/
https://www.okta.com/resources/datasheet-developer-releases-auth0-by-okta-q3-2024/
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Connect with the Okta 
Team and learn more

Best of Oktane 
and DevDay

Sign up hereResources

Release 
Website

View here  

Contact sales here

Changelog
Read here

Developer 
Release PDF

View here

https://pages.okta.com/2024-11-WBN-Best-of-Dev-Day_LP/
https://www.okta.com/products/release-overview/
https://www.okta.com/contact-sales/
https://auth0.com/changelog
https://www.okta.com/products/release-overview/
https://auth0.com/changelog
https://www.okta.com/resources/datasheet-developer-releases-auth0-by-okta-q3-2024/
https://www.youtube.com/playlist?list=PLIid085fSVdu0J671gnYi5hVu_5LIzt-O



