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The Okta Single Sign-on (SSO) solution is a true 
cloud deployment which is designed for the entire 
hospital, from the emergency department to the 
office floor. It works on desktops, in the cloud, and 
with on-premise applications. But it doesn’t end 
there! With Okta Universal Directory, you can see and 
manage all your employee profiles and attributes in 
one place through integrations with Active Directory 
(AD) or The Electronic Staff Record (ESR).

Solution Features:

•	 Unlimited directory integration 

to AD and/or LDAP

•	 Enhanced badge access 

security with PIN or other Okta 

authentication factors

•	 Self-service badge and biometric 

enrolment without IT assistance

•	 Centralised web-based management 

console for IT and help desk

•	 Configurable tap behaviour,  

block compromised cards, 

and reset enrolment

•	 Audit reports of user activities

•	 Privacy Shield when a clinician walks 

away from their workstation to protect 

patient information

•	 Unlimited creation and storage 

of customer user attributes

•	 End user AD/LDAP Self-Service 

Password Reset

Simplifying Clinical Workflows 
with Touch-less Access:

•	 Okta provide clinicians with secure 

access across workstations

•	 Tap and Go solution enables fast 

desktop login with proximity cards 

or biometrics

•	 Session persistence eliminates 

the need for clinicians to manually 

enter credentials

•	 Swift access to clinical applications, 

fast user switching, and touchless 

logins in VDI environments

•	 Fully compliant with GDPR 

and data protection standards

Key Benefits:

•	 Is fully compatible with existing  

RFID card readers

•	 Unified Identity Access Management 

including Privileged Access 

Management and Governance 

improve security posture and 

increase efficiency

•	 Multi-factor Authentication (MFA) 

and Tap and Go provide more 

flexible, convenient and secure 

authentication options

•	 Workflow management simplifies 

complex group memberships and 

trust execution

•	 Clinical applications support 

regulatory compliance and 

streamline workflows

•	 Shared kiosk/shared workstation

•	 Handle mergers efficiently by 

consolidating identities into Okta

•	 A future-proofed solution that 

can be expanded to automate the 

onboarding/offboarding process

Want to know more?

Contact the sales team at www.okta.com/uk/contact-sales and we’ll be happy to help.
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